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1. [bookmark: _Toc1]About this document
0. [bookmark: _Toc2]Purpose
This document describes how Frontio works: what it is for, who uses it, how it is built, the rules it follows, what data it keeps, what it sends and produces, and what it needs to run. It is written so that a system architect can review the design, and so that testers can write complete test cases without reading the code.
0. [bookmark: _Toc3]Audience and how to use it
1. Architects: sections 3 (architecture), 4 (separation), 12 (data model), 13 (security) and 15 (operations).
1. Test case writers: sections 4 to 11 hold the rules, each with a reference number (for example SEP-03), and section 16 explains test data, identities and priorities. Sections 18 to 22 list every page, form, table, permission and message, so coverage can be checked.
1. Everyone: section 2 (overview and glossary) first.
0. [bookmark: _Toc4]Rule reference numbers
Each testable rule has a reference number made of a short prefix and a number. A test case should name the rule numbers it covers, so the coverage of every rule can be tracked.
	Prefix
	Area
	Section

	SEP
	Organization and site separation
	4

	ROLE
	Roles and permissions
	5

	AUTH
	Sign-in, sessions, links and codes
	6

	OWN
	Owner console
	7.1

	PAR
	Partner console
	7.2

	EMP
	Employees, bulk upload, archiving, licences
	7.3

	CRS
	Courses, library, plans, enabling
	7.4 and 8

	ASG
	Assigning and bundles
	7.5

	HOW
	How-to library
	7.6

	CMP
	Compliance tracking, checklist, staff files, inspection pack
	7.7

	CRT
	Other certificates and review
	7.8

	POL
	Policies
	7.9

	SAF
	Safety forms and huddles
	7.10

	RPT
	Reports, Who has what, Messages, Activity log
	7.11

	SET
	Settings, sites, job titles, administrators, devices, data
	7.12

	EMPX
	Employee experience
	7.13

	KIO
	Shared tablets
	7.14

	TRN
	Training logic (statuses, versions, certificates, acknowledgement, external courses)
	8

	NOT
	Notifications, To-do, emails and texts
	9

	JOB
	Scheduled daily job
	10

	FILE
	Files and storage
	11

	SEC
	Security controls
	13



0. [bookmark: _Toc5]Sources
1. The running system: the Laravel version in C:\xampp\htdocs\frontio (Git history from 2 November 2026), including the facts in the appendices, which were read from the system itself.
1. Frontio Feature Specification, version 3 (2 November 2026), referred to as "Spec v3" with its section numbers.
1. Frontio Roles and Responsibilities, version 3 (30 October 2026), referred to as "Roles v3".
1. The PHP build (the earlier version of the same system), which is the reference for screens and behaviour. The Laravel version was checked against it page by page (section 16.7).
1. The project guide (CLAUDE.md) and the conversion plan (laravel-conversion-plan.md).
0. [bookmark: _Toc6]Words used in this document
Plain words are used where possible. "Must" means a rule the system enforces and a test should check. Addresses are shown without the host: on the local computer the host is https://frontio.test, and an organization's pages start with its web address name, for example /sunriseridge/admin. {org} stands for that name and {id} for a record number.
1. [bookmark: _Toc7]System overview
1. [bookmark: _Toc8]What Frontio is
Frontio is a course platform by Frontio Learning for short, mobile-first compliance training for frontline employees, starting with residential care homes in British Columbia. Employees open their training on their own phones through a personal link, or on a shared tablet at work. Managers assign courses, follow progress, collect certificates and confirmations, and download records for inspections. It is deliberately not a full learning management system: it does a small number of things simply.
One installation serves many organizations (it is "multi-tenant"). Each organization sees only its own people and records. The platform owner (Frontio Learning) manages every organization, and partners (outside safety consultants) can manage the organizations they work with.
1. [bookmark: _Toc9]Who uses it
	Person
	What they do
	How they sign in

	Owner (Frontio Learning)
	Full control: every organization, partner, course, role, industry and setting. Builds the course library and plans.
	Username or email and password at /login.

	Partner (safety consultant)
	Manages the organizations they are linked to, within their partner role (Full Access or Reports Only). Can publish their own courses, How-to pages and bundles to clients.
	Username or email and password. Partner console at /partner.

	Organization staff (Super Admin, Admin, Supervisor, industry roles)
	Manage their organization or their assigned sites: employees, courses, assigning, compliance, policies, safety, reports, settings, within their role's permissions.
	Username or email and password at /{org}/login.

	Employee
	Takes assigned courses, confirms statements, reads policies and How-to pages, uploads certificates, reports safety concerns.
	No password: a personal link, confirmed once per phone with a texted or emailed code; or a shared tablet with staff number and PIN, or a code.

	Shared tablet (device)
	A tablet in a workplace, signed in as a device. Employees identify themselves on it for a short session.
	Device username and password at /{org}/login.



1. [bookmark: _Toc10]Main ideas
	Term
	Meaning

	Organization
	A business that uses Frontio, for example a care home group. Has one industry, one or more sites, its own settings, colours and logo. Its address is /{org}.

	Site
	One location of an organization. Every employee belongs to one site. Each site has areas (for example Maple Wing).

	Industry
	The type of business (for example Residential Care Home). Decides which owner courses, roles, templates and pages an organization sees.

	Role
	What a staff member may do: a level, a type (Full access or Limited), site access (All sites or Assigned sites), industries and permission tick boxes.

	Job title
	What an employee does (for example Care Aide). Required for every employee. Gives no system access; used for bundles, policies and certificate types.

	Course
	A Frontio or SCORM course (a zip with an HTML start page), or an External link course. Owner courses form the library; partners and organizations can add their own.

	Version
	Each new zip of a course is a new version. Completed records never change.

	Enabled
	A manager chose a course, How-to page, bundle or checklist template for their organization or sites. Only enabled items reach employees.

	Assigned
	A course an employee must complete, with a due date. Only assigned courses count for compliance.

	Plan
	The paid owner courses an organization bought. Paid courses outside the plan can't be used.

	Acknowledgement statement
	The statement an employee ticks and confirms after every course; the course is complete only then.

	Repeat period
	How often a course must be redone (the renewal period). A completion then expires.

	Bundle
	A named group of courses for a job title, assigned automatically to new people with that job title.

	Other certificate
	A certificate from outside Frontio (for example First Aid), uploaded as a photo and checked by a manager.

	Licence
	A paid seat for one active person: employee licences and manager licences, per organization.

	Archive
	Removing a person who left. Records are kept read-only until the retention period ends, then deleted.

	Activity log
	The record of who did what (the audit log). Nobody can edit or delete it from the system.

	Named place
	One of the few, listed places in the code that look across organizations on purpose (section 4.6).



1. [bookmark: _Toc11]In scope and not in scope
1. In scope: everything described in sections 4 to 11, which is everything the PHP build did, converted to Laravel.
1. Not built yet (see section 17): two-step sign-in (security rule 3), automated restore tests for backups, safety reports and huddles limited by site, old and new values in the activity log for every change, a course language picker.
1. [bookmark: _Toc12]Architecture
2. [bookmark: _Toc13]Technology
	Part
	What is used
	Notes

	Language and framework
	PHP 8.3 or newer (tested on 8.5.12), Laravel 13.39
	Plain Blade pages; no JavaScript build step (no Vite, no npm).

	Database
	MySQL 8 or MariaDB 10.6+ (tested on MariaDB 10.11.16)
	Same 62 tables as the PHP build, plus Laravel's sessions and cache. SQL mode and clock as the PHP build (section 12.4).

	Libraries (Composer)
	laravel/framework, laravel/tinker, mews/purifier 3.4.4 (HTML Purifier 4.19.1)
	Development only: PHPUnit 12, Faker, Mockery, Pint, Collision, Pail.

	Browser libraries
	SunEditor 3.3.3 (MIT), in public/assets/vendor/suneditor
	Only for the How-to editor.

	Own JavaScript
	app.js (pop-ups, list filters, tablet timer), scorm-bridge.js (SCORM 1.2 and 2004 API), pdf.js (inspection pack PDF in the browser), crop.js (logo cropping), howto-editor.js
	Unchanged from the PHP build; a test checks they are byte-identical.

	Email
	Laravel Mail (SMTP on the host)
	On a local computer, the "inbox" mode keeps emails in the test inbox instead.

	Texts
	Twilio, through Laravel's HTTP client
	Without Twilio settings, texts go to the test inbox (local computer only).

	Scheduling
	Laravel scheduler, one cron line on the host
	Runs frontio:daily at 7:00 every day.

	Hosting
	Shared hosting with cPanel
	See SETUP.md and section 15.



2. [bookmark: _Toc14]Folder structure
	Folder or file
	What it holds

	public/
	The only folder reachable from the web: index.php (Laravel's entry point) and assets/ (CSS, JavaScript, SunEditor).

	routes/web.php
	Every web address (section 3.4). routes/console.php: the schedule.

	app/Areas/
	The screens and actions, one file per area, carried over from the PHP build's controllers: admin, admin2, auth, bundles, compliance, daily, employee, employee2, extras, howto, kiosk, owner, people, roles, todo.

	app/Helpers/
	Shared logic: core (requests, forms, dates, files, activity log), app (organization, addresses, sign-in, codes, emails and texts), access (roles, permissions, sites, licences), training, records, compliance, notify, extras, howto_content, pdf.

	app/helpers.php
	Screen helpers: icons, avatars, organization colours, tenant().

	app/Models/
	One model per table (62), with the separation rules (section 4). app/Models/Concerns/: the rules themselves.

	app/Support/Tenant.php
	Who is looking: the current organization and the sites in view.

	app/Http/Middleware/
	ResolveOrganization, StaffInactivity, SecurityHeaders, VerifyCsrfToken, EncryptCookies.

	app/Auth/StaffUserProvider.php
	How Laravel finds the signed-in staff member.

	app/Console/Commands/
	frontio:daily, frontio:copy-old-data, frontio:compare-structure.

	resources/views/
	The page templates (Blade), with the same markup as the PHP build; layouts/ has the staff, employee and plain layouts.

	lang/en/messages.php
	Every message people see (section 22).

	config/frontio.php
	Frontio settings; config/purifier.php: the How-to cleaning rules.

	database/migrations/
	The table structure, one file per table.

	storage/app/private/
	Private files: uploads/ (certificate photos, logos, documents, pictures) and courses/ (course versions). Never reachable by an address.

	tests/
	Automated tests (section 16.6).

	tools/
	The one-time conversion scripts and the side-by-side comparison (not part of the running app).



2. [bookmark: _Toc15]How a request is handled
1. The web server sends every request to public/index.php (Laravel).
1. Laravel's "web" middleware runs: cookies (decrypted, except the remembered-phone and tablet cookies), the session, the CSRF check on every POST, the inactivity sign-out for staff (StaffInactivity), and the security headers (SecurityHeaders, added to the response).
1. The route is chosen from routes/web.php. For an organization address, ResolveOrganization finds the organization from the first part of the address. An unknown name gives "This address is not set up" (404). It then sets who is looking (tenant()): this organization, and for staff pages the sites the signed-in person covers right now.
1. The area code runs (for example admin_route()), checks the person's permission with require_can(), reads and writes through the models, and ends by producing a page, a redirect, a file or a JSON reply.
1. The response goes back with the security headers.
Each area function ends the request by throwing Laravel's response exception (go() for redirects, page() for pages, send_file(), csv_download(), json_out()). This keeps the PHP build's structure: one function per screen or action, called from the route. If an area function ever returned without a response, the route answers "Page not found" (404).
2. [bookmark: _Toc16]Routes
The addresses are the same as in the PHP build, so personal links, QR codes, bookmarks and printed posters keep working. Within each area, the rest of the address is passed to the area's routing function as a list of parts (for example /admin/employees/5/save → employees, 5, save).
	Address
	Who
	Area function
	Notes

	/
	Anyone
	(redirect)
	Owner → /owner, partner → /partner, others → /login.

	/login, /logout
	Staff
	main_login, do_logout
	Main sign-in for the owner and partners (also works for staff).

	/invite/{token}
	Invited staff
	accept_invite
	Set a password from an invitation (7 days).

	/account
	Staff
	account_page
	Change password, email choices, manager summary.

	/inbox
	Local only
	dev_inbox_page
	Test inbox; 404 unless FRONTIO_DEV_INBOX is on.

	/owner/...
	Owner
	owner_route
	Runs across organizations (named place).

	/partner/...
	Partner users
	partner_route
	Runs across organizations with the partner's own filters (named place).

	/{org}/
	Anyone
	(redirect)
	Staff → /admin, signed-in employee → /e, others → /login.

	/{org}/login, /logout
	Staff, devices
	org_login, do_logout
	Organization sign-in; also signs in shared tablets.

	/{org}/invite/{token}
	Invited staff
	accept_invite
	

	/{org}/file/{path}
	Staff, employees
	org_file
	Private files, after a permission check (section 11).

	/{org}/admin/...
	Organization staff, owner, partners
	admin_route and the routes it calls
	Every organization screen (section 7.3 onwards).

	/{org}/account
	Staff
	account_page
	

	/{org}/t/{token}
	Employees
	employee_link_open
	Personal link.

	/{org}/verify
	Employees
	employee_verify
	Enter the six-digit code.

	/{org}/find
	Employees
	employee_find
	Find my training by phone or email.

	/{org}/e/...
	Employees
	employee_route
	The employee pages.

	/{org}/h/{token}
	Employees
	employee_huddle
	Huddle sign-in from a QR code.

	/{org}/join/{code}
	New employees
	employee_join
	Staff room poster: ask to join.

	/{org}/kiosk/...
	Shared tablets
	kiosk_route
	Tablet screens.

	/{org}/c/{assignment}/{file}
	The employee, or staff
	course_file
	Course files for the player.



Organization names can't be any of: login, logout, owner, partner, invite, reset, assets, install.php, favicon.ico, inbox, account, up. The owner's organization form also refuses www, admin, api and mail.
2. [bookmark: _Toc17]Middleware
	Middleware
	What it does

	ResolveOrganization (org, or org:employee on employee pages)
	Finds the organization from the address, makes it available as org(), and sets tenant(): this organization and, on staff pages, the sites in view (the person's sites narrowed by the site picker). On employee pages the sites are never limited.

	StaffInactivity
	Signs staff out after the organization's admin_idle_minutes (default 120) without a request; the owner and partners after 240 minutes. Shows the inactivity message.

	VerifyCsrfToken
	Laravel's protection against forged form posts. Also accepts the token in the X-CSRF header, which the course player and the How-to editor send.

	EncryptCookies
	Laravel encrypts its cookies, except ed_{organization} (remembered phones) and kd_{organization}, which keep the PHP build's plain values so phones stay confirmed after the move.

	SecurityHeaders
	Adds the security headers to every response (section 13.2).



2. [bookmark: _Toc18]Code layers
5. [bookmark: _Toc19]Areas
Each area file holds the screens and actions of one part of the system, as functions with the same names as in the PHP build (for example admin_employee_save()). They read the request with post() and get(), check permissions with require_can(), use the models for every database query, and render pages with tpl() and page().
5. [bookmark: _Toc20]Models and queries
Every table has a model. Queries are written close to the PHP build's SQL but always through a model, so the separation rules in section 4 apply automatically. Examples:
1. Employee::fromAs('w JOIN sites s ON s.id=w.site_id')->selectRaw('w.*, s.name site')->whereSql('w.left_on IS NULL')->rows()
1. Assignment::where('employee_id', $id)->whereNull('completed_at')->count()
Helpers added to Laravel's query builder: fromAs() (a model's table with a short name and joins), whereSql() (a condition in SQL, always put inside brackets), rows(), row(), val() (plain arrays like the PHP build's all(), one(), val()), insertChecked(), insertGetIdChecked(), upsertChecked() (plain inserts that check the organization, section 4.5), allSites() and withShared() (section 4.3 and 4.4). Only fixed SQL text goes into these; anything a person typed goes in the bindings, so every query is a prepared statement.
5. [bookmark: _Toc21]Pages
Pages are Blade templates with the PHP build's markup. Text is shown with {{ }}, which escapes it. Three layouts: main (staff: top bar, side menu, site picker, bell and To-do), employee (phones and tablets, with the tablet bar and the View as employee banner), plain (sign-in, certificates, posters, errors).
5. [bookmark: _Toc22]Messages
Every message people see is in lang/en/messages.php and shown with msg(key, values). Placeholders are words in square brackets. section 22 lists them.
2. [bookmark: _Toc23]External services
	Service
	Used for
	Settings
	When missing

	SMTP mail server
	Emails to staff and employees
	MAIL_*
	Emails fail and are logged as "Failed: email not sent".

	Twilio
	Texts to employees
	TWILIO_SID, TWILIO_TOKEN, TWILIO_FROM
	Texts are not sent; employees with an email get emails instead. Locally, texts go to the test inbox.

	YouTube (youtube-nocookie.com), Vimeo
	Videos inside How-to pages
	None
	Videos don't play.

	External course websites
	External link courses; the monthly link check reads the first 1 KB
	None
	If no site can be reached, the link check flags nothing.



1. [bookmark: _Toc24]Organization and site separation
Security rule 6 says one organization must never see another's data. In the Laravel version this is built into the data layer, so it does not depend on each query remembering a filter. This section is the most important one to test.
3. [bookmark: _Toc25]Who is looking
tenant() (app/Support/Tenant.php) holds who is looking for the current request:
	State
	Set by
	Effect on queries

	An organization
	ResolveOrganization from the address
	Organization models return only that organization's records.

	An organization and some sites
	ResolveOrganization on staff pages, for a person with Assigned sites or a site chosen in the site picker
	Employees and their records are also limited to those sites.

	Nobody
	Pages without an organization, before sign-in
	Organization models return nothing, and adding records is refused.

	Across organizations
	Only the named places (section 4.6)
	No organization limit; the code applies its own filters.



3. [bookmark: _Toc26]The organization rule
Every table with an org_id column (38 tables), and the organizations table itself, has a model with BelongsToOrganization (39 models). Every query on it gets "this organization only" added automatically. The 13 tables without org_id that hang off another record (for example checklist ticks, course versions, huddle attendance) use BelongsToOrganizationThrough: they are visible only when the record they belong to is visible.
3. [bookmark: _Toc27]The site rule
Employees, and records that belong to an employee (10 tables), use SiteScoped: assignments, certificates, acknowledgements, other certificates and external proofs, policy reads, checklist ticks, quiz answers, saved course progress and remembered phones. When the person looking covers only some sites, these return only people at those sites. Places where the PHP build deliberately counts the whole organization use allSites() (still within the organization).
Not limited by site, as in the PHP build: huddle attendance and safety reports (open item, section 17), the sign-in codes table (never listed). The Messages page limits by site itself: someone with assigned sites sees only messages to employees at those sites.
3. [bookmark: _Toc28]Shared records
Four tables hold both an organization's own records and records shared by the owner or a partner (org_id empty): courses (library and partner courses), How-to pages, bundles and huddle topics. Normal queries show only the organization's own. Code that must also show the shared ones uses withShared(), which adds records with no organization, and never another organization's. Versions, pictures, industries and contents of shared records follow their parent.
3. [bookmark: _Toc29]Writing records
1. A new record gets the current organization automatically; org_id is never taken from a form.
1. Adding a record to another organization, or changing a record's organization, is refused with a separation error.
1. Plain inserts (insertChecked, upsertChecked) check that org_id is the current organization and that records linked through a parent point to a parent the organization can see.
1. Updates and deletes go through the same rules, so another organization's records are never changed.
1. Conditions written in SQL are always bracketed (whereSql), so an OR inside them can't get around the organization rule.
3. [bookmark: _Toc30]Named places
These places look across organizations on purpose. The automated test NamedPlacesTest lists each with its reason and fails if any other code switches the rule off or uses the database directly.
	Place
	Why

	routes/web.php: /owner and /partner
	The owner console works across organizations; the partner console with the partner's own organization filters.

	app/Console/Commands/DailyJob.php
	The daily job goes through every organization.

	app/Auth/StaffUserProvider.php
	The signed-in person is found before the organization in the address is checked.

	app/Areas/auth.php
	An invitation link is looked up before the person belongs to an organization.

	app/Areas/owner.php
	The owner console.

	app/Areas/todo.php
	A person's own notifications and tasks can be about several organizations.

	app/Helpers/access.php
	Which organizations a partner covers; staff names next to things they made.

	app/Helpers/app.php
	The organization in the address, sign-in, the message log, the test inbox.

	app/Helpers/compliance.php
	The daily manager summary for every manager and partner.

	app/Helpers/core.php
	The activity log, written for any organization.

	app/Helpers/notify.php
	Notifications and tasks belong to a person, for any organization.

	app/Helpers/training.php
	Library course counts and restoring a library course (owner).

	CopyOldData, CompareStructure commands
	The one-time data copy and the structure check.



3. [bookmark: _Toc31]Access to an organization
require_org_staff() lets a staff member into /{org}/admin only if they are the owner, staff of that organization, or a partner linked to it. Anyone else gets "This page isn't available." (404), which doesn't confirm that anything exists, and the attempt goes in the activity log as "Security: ... tried to open ...". An employee of one organization is not signed in at another.
3. [bookmark: _Toc32]Rules
	ID
	Rule
	Source

	SEP-01
	Every page, list, count, download and file of an organization shows only that organization's records.
	Security rule 6; Spec v3 §10

	SEP-02
	A record of another organization can't be opened, changed or deleted by changing a number in the address or in a form; the answer is 404 "This page isn't available."
	Security rule 6

	SEP-03
	Staff can open /{org}/admin only for their own organization; partners only for linked organizations; the owner for all. Other attempts are logged as security events.
	Roles v3 §2

	SEP-04
	A person with Assigned sites sees only employees and employee records at their sites, in every list, count, report, download and file. A person with All sites who picks one site sees only that site.
	Roles v3 §2.2; Spec v3 §1

	SEP-05
	Organization-wide counts and checks still count the whole organization, even with a site picked: licence usage, job title counts and renames, site and area removal checks, duplicate phone and bulk upload matching, Data and privacy exports, tablet PINs, the monthly quick check average.
	PHP build behaviour

	SEP-06
	Owner library courses, owner How-to pages, owner and partner bundles and ready-made huddle topics appear to organizations only where the visibility rules allow (section 8.2), and never another organization's own items.
	Spec v3 §1

	SEP-07
	With no organization set, organization data returns nothing and nothing can be added.
	Design

	SEP-08
	A new record always belongs to the organization in the address, whatever the form sends.
	Design

	SEP-09
	Employees see only their own assignments, certificates, files and policies.
	Security rule 10

	SEP-10
	Partners see only their linked organizations in lists, reports, the activity log and the To-do list.
	Roles v3

	SEP-11
	When a partner is unlinked from an organization, the partner's content stops showing there immediately; earned records stay, shown as From a former partner; unfinished assignments close as No longer available and the Super Admins are told.
	Spec v3 §1.4



1. [bookmark: _Toc33]Roles and permissions
4. [bookmark: _Toc34]User types
The users table holds staff accounts with role = owner, partner or staff. Employees are not users; they are in employees. Shared tablets are in devices.
4. [bookmark: _Toc35]What a role is made of
	Attribute
	Values
	Meaning

	Level
	platform, partner, org, employee
	Who the role is for. Owner (platform) and Employee are locked.

	Type
	full, limited (org roles)
	Full access roles can do the "reserved" things (assigning, job titles).

	Site access
	all, assigned (org roles)
	All sites covers the whole organization; Assigned sites only the sites ticked for the person (user_sites).

	Industries
	none (all) or a list
	An organization only sees roles for its industry.

	Permissions
	tick boxes (section 21)
	What the role may do.

	Active, locked, sort order
	
	Turned-off roles can't be given to anyone new; locked roles can't be edited.



4. [bookmark: _Toc36]How a permission is checked
can(permission) decides; require_can() refuses with 403 "You don't have permission to do this. Ask your admin if you need access." and logs "Refused: ..." in the activity log. Laravel Gates exist for every permission and call the same can(). The rules:
1. The owner can do everything.
1. Otherwise the person's role must have the tick box.
1. "Reserved" tick boxes (assign, jobtitles) count only on Full access roles, and on partner roles that include Assign courses (Partner – Full Access style).
1. "All sites" tick boxes (sites, settings) count only on organization roles with All sites access (and on partner roles).
4. [bookmark: _Toc37]Starting roles
section 21 lists the 24 starting roles and what each may do. The main ones: Owner (locked); Partner – Full Access; Partner – Reports Only (progress and reports); Super Admin (full access, all sites, everything); Admin (full access, assigned sites, everything except organization-wide tick boxes and the To-do list); Supervisor (limited, assigned sites: people, progress, reminders, reports, certificates, review, policies, safety); Employee (locked); and industry roles such as Care Home Manager or Store Manager.
4. [bookmark: _Toc38]Rules
	ID
	Rule
	Source

	ROLE-01
	Every page and action checks its permission on the server; hiding a button is never the only check. A direct request without the permission gets 403 and a "Refused" activity log entry.
	Security rule 5

	ROLE-02
	Nobody can give a role with more permissions than their own, a Full access role if theirs is Limited, or an All sites role if theirs is Assigned sites; nor assign sites outside their own.
	Roles v3 §2.2.1

	ROLE-03
	Assigning courses and managing job titles: Full access roles and Partner – Full Access only.
	Roles v3 §2.2.2

	ROLE-04
	Organization-wide tick boxes (sites, settings, and the organization-wide parts of library, own courses and removing courses) need All sites access.
	Roles v3 §2.2.3

	ROLE-05
	Every site must always have at least one Full access person (a Super Admin, or an Admin assigned to that site). Partners don't count. Changes that would break this (role change, site change, archiving, role deletion, adding a site) are refused with "You can't do this yet. [site] at [organization] would have no one with Full access..."
	Roles v3 §2.2.5

	ROLE-06
	Only the owner creates, edits, duplicates, turns off or deletes roles and industries. Owner and Employee roles can't be edited or deleted.
	Roles v3

	ROLE-07
	Deleting a role in use requires choosing a replacement role for its people, which must be available in their organization's industry and must not break ROLE-05.
	Roles v3; messages roles.*

	ROLE-08
	A role's industries decide which organizations can give it; removing an industry a role is used in is refused.
	Roles v3

	ROLE-09
	Partners always cover every site of their organizations.
	Roles v3

	ROLE-10
	A person can archive or change only administrators with no more access than their own and inside their sites.
	Roles v3; can_manage_user

	ROLE-11
	Nobody can archive themselves.
	Spec v3 §6.4



1. [bookmark: _Toc39]Sign-in, sessions and links
5. [bookmark: _Toc40]Staff sign-in
1. The person enters their username or email and password at /login or /{org}/login.
1. If the account has 5 failed attempts in the last 15 minutes (whether the username or the email address was typed), or the address 20, sign-in is paused: "Too many incorrect attempts. Please try again in 15 minutes, or reset your password."
1. The account must be active and the password must match its hash (bcrypt; hashes made by the PHP build work unchanged and are upgraded quietly when needed).
1. A wrong password shows how many tries are left. At the 5th, the person is emailed "Your sign-in was paused" and the activity log records the pause.
1. Staff of a paused organization can't sign in: "[organization] is paused, so sign-in is turned off. Contact your account manager."
1. On success: a new session is started (session fixation protection), the last sign-in time is saved, the activity log records "Signed in" as a visit, and the person goes to their console. At /{org}/login, an account of a different organization is refused.
5. [bookmark: _Toc41]Sessions and sign-out
1. Sessions are kept in the database (sessions), with secure, HTTP-only, SameSite=Lax cookies, ending when the browser closes (or after 480 minutes at most).
1. Inactivity: staff are signed out after the organization's admin_idle_minutes (default 120); the owner and partners after 240. The next page shows "You were signed out because you were inactive for a while."
1. Signing out ends the session, records "Signed out" as a visit, and goes to the sign-in page.
1. Staff sign in again after the move to Laravel; sessions are not copied.
5. [bookmark: _Toc42]Invitations and passwords
1. New administrators and partner users get an invitation email with a link that works once and expires after 7 days. A new invitation replaces the earlier link.
1. The new password needs at least 10 characters, typed twice.
1. Account settings: change password (current password; at least 10 characters, 12 for the owner), information-only email copies on or off, and the person's own manager summary frequency.
1. There is no self-service "forgot password" flow (the reset_token_hash column exists but no screen uses it). An administrator re-invites the person instead.
5. [bookmark: _Toc43]Employee personal links
1. Each employee has a personal link /{org}/t/{token} with a random 24-character token.
1. If the organization asks for a code on new phones (require_device_code, on by default) and the phone isn't remembered, a six-digit code is texted (or emailed) and the employee enters it at /{org}/verify.
1. A correct code remembers the phone for 365 days (cookie ed_{organization}, its hash stored in employee_devices) and signs the employee in.
1. If the link wasn't used for longer than link_expiry_days (when set) and the phone isn't remembered, it says the link has expired and offers Find my training.
1. A replaced or unknown link says "This link is not working" and offers Find my training.
5. [bookmark: _Toc44]Codes
1. Six digits, valid for 10 minutes, 3 tries. A new code cancels earlier unused ones for the same person and purpose. Stored hashed.
1. Purposes: link (new phone), find (Find my training), join (staff room poster).
1. Locally, with FRONTIO_DEV_SHOW_CODES on, the code is also shown on screen as "Testing only. The code is ...".
1. Find my training (/{org}/find) looks the employee up by mobile number (last 10 digits) or email. More than 30 Find codes in an organization in 15 minutes pauses it: "Too many requests right now."
5. [bookmark: _Toc45]View as employee
The owner can view the system as a chosen employee from the employee's page (with an optional reason). The employee pages then show a banner, "You're viewing as [employee] at [organization]. Nothing you do here is recorded.", and any action is refused with "You're viewing as this employee, so nothing was saved." Starting and stopping are logged as visits.
5. [bookmark: _Toc46]Shared tablets
A tablet signs in at /{org}/login with the device's username and password (section 7.14). The device session ends when an administrator changes the device (its session version changes) or the organization is paused.
5. [bookmark: _Toc47]Rules
	ID
	Rule
	Source

	AUTH-01
	Passwords are stored only as hashes; passwords made by the PHP build still work.
	Security rule 1

	AUTH-02
	Sign-in pauses after 5 wrong passwords for a username, or 20 from one address, within 15 minutes, even for the right password; the person is emailed once.
	Security rule 2

	AUTH-03
	A new session starts at every sign-in.
	Security

	AUTH-04
	Staff are signed out after the organization's inactivity time (owner and partners after 240 minutes).
	Security rule 4

	AUTH-05
	Staff of a paused organization can't sign in; employees there see "Training is paused".
	PHP build

	AUTH-06
	Invitation links work once and expire after 7 days; new passwords need 10 characters (12 for the owner when changing).
	PHP build

	AUTH-07
	A personal link on a new phone needs a texted or emailed code when the organization asks for it; a confirmed phone opens straight away for 365 days.
	Security rule 7

	AUTH-08
	Codes: 6 digits, 10 minutes, 3 tries, hashed, one valid at a time.
	Security rule 7

	AUTH-09
	An archived employee's link and remembered phones stop working immediately.
	Spec v3 §6.5

	AUTH-10
	View as employee is for the owner only, records nothing the employee would, and is in the activity log.
	CLAUDE.md

	AUTH-11
	Staff sign-in, sign-out and the owner opening an organization are logged as visits; organizations never see the owner's visits.
	CLAUDE.md



1. [bookmark: _Toc48]Functional areas
This section describes each part of the system: who uses it, its pages and actions, the rules it follows and what it produces. section 18 lists every page address and section 19 every form with its fields.
6. [bookmark: _Toc49]Owner console
At /owner, for the owner only (others get 403). The whole console works across organizations (section 4.6). Menu: Organizations, Course library, Partners, How-to library, Course bundles, Licences, Reports, To-do list, Activity log; Setup: Roles & Permissions, Industries, Checklist templates, Header pictures, Company and support. A banner warns when the daily job hasn't succeeded for more than 26 hours: "Scheduled jobs haven't run since [when]..."
0. [bookmark: _Toc50]Organizations
1. List (/owner): every organization with industry, partner, number of employees and sites, the first Super Admin and their status, and training statistics (complete, in progress, due soon, overdue, not started, percentage).
1. Add or edit (/owner/orgs/new, /owner/orgs/{id}/edit): full name, short name (up to 20 characters, used in texts), web address name (3 to 30 lowercase letters, numbers or hyphens, not reserved, not used), industry, brand colours, logo (upload or crop, PNG/JPG/WebP up to 3 MB), sign-in photo (up to 8 MB), header picture, plan (Free trial, Monthly, Yearly; a trial ends after 30 days), require the original card to be seen, ask for a code on new phones, shared devices included (0 to 50), automatic assignment of job title courses for new people and for job title changes, employee and manager licences (empty = no limit), retention (1, 3, 5 or 7 years), the paid courses in the plan and the organization's own short code for each.
1. A new organization also gets: its sites (from a comma list, or one site named like the organization), the starting job titles for its industry, certificate settings, the starting other certificate types for its industry, a join code, a certificate number prefix from the short name's initials, and a Super Admin invited by email (7-day link).
1. Open: goes to the organization's pages as the owner (logged as a visit, which organizations never see). A banner says "Viewing [organization] as the owner. Changes are saved to their records."
1. Pause / reactivate: a paused organization can't sign in, its employees see "Training is paused", tablets stop. Nothing is deleted.
1. Delete: type the short name to confirm. Refused when the organization has completion records or archived people (they must be kept until retention ends); then pause instead. Deletes the organization, its records (by the database links) and its files.
0. [bookmark: _Toc51]Course library
1. Library courses: code (unique among library courses), title, description, tags, minutes, default due days, repeat period, statement type and custom text, Ask again when the course is updated, Paid or Free, industries (or All industries), course type (zip/SCORM or External link) and the zip, with optional organizations to enable it for straight away (paid ones are also added to their plans).
1. Edit settings without a new version; certificates already issued keep their name and code.
1. Upload new zip file: becomes the next version (section 8.5); the Super Admins and full-access partners of every organization using it are notified ("A new version of [course] was published...").
1. Preview the current version.
1. Remove: archives it for every organization (files kept), tells their Super Admins and partners, and adds a To-do task to download the completion report and plan a replacement.
1. Other courses: courses uploaded by partners and organizations, which the owner can copy into the library with the maker's agreement (tick box).
1. Archived courses: the latest 200 courses archived in any organization, with record counts, restorable (refused when the organization already shows another course with the same code).
0. [bookmark: _Toc52]Partners
Add a partner company (name, contact, email, phone, terms), its partner role, and the organizations it manages; invite partner users; resend invitations; change the role or the organizations. Unlinking an organization applies SEP-11.
0. [bookmark: _Toc53]Other owner pages
	Page
	What it does

	How-to library
	The owner's own How-to pages, by industry (section 7.6).

	Course bundles
	Owner bundles by industry: name, job title, courses (section 7.5).

	Licences
	Every organization's employee and manager licence use (used of total).

	Reports
	One spreadsheet of every assignment for chosen organizations (or a partner's), one site, with or without archived courses: organization, site, employee, staff number, job title, area, course code and name, status, dates, version, score, certificate, expiry and expiry status.

	To-do list, Notifications, Activity log
	Across all organizations (section 9 and 7.11).

	Roles & Permissions
	Create, edit, duplicate, turn off and delete roles (section 5).

	Industries
	Add, rename, turn off, delete industries; deleting or renaming one in use is refused or updates every organization, template and picture that uses the name.

	Checklist templates
	Starting checklist items by industry: level, section, title, details, frequency.

	Header pictures
	Upload pictures (PNG, JPG, WebP, up to 4 MB) that become white shapes taking each organization's colours; choose the default picture per industry; delete.

	Company and support
	Company name, support email and phone, product name, whether to show it, and the default acknowledgement texts for General, Policy and External courses (changing one is logged; saved confirmations keep their text).



	ID
	Rule
	Source

	OWN-01
	Only the owner can open /owner pages and change licence numbers, plans, retention, colours and the web address of an organization.
	Roles v3; Spec v3 §6.1

	OWN-02
	Licence and retention changes are logged with the old and new values.
	Spec v3 §6.1

	OWN-03
	A course removed from an organization's plan is archived there, can no longer be opened there, keeps its records, and the Super Admins are notified.
	Spec v3 §2.2

	OWN-04
	An organization with completion records or archived people can't be deleted.
	Spec v3 §6.6

	OWN-05
	Library course codes are unique among library courses; within one organization, two courses can't show the same code.
	PHP build

	OWN-06
	Removing a library course archives it everywhere, keeps the files, and notifies the people affected; it can be restored per organization.
	CLAUDE.md



6. [bookmark: _Toc54]Partner console
At /partner, for partner users. Menu depends on the partner role: My clients, My courses (with Upload and edit own courses), Publish to clients, Reports, How-to library, Course bundles (with Assign), To-do list, Activity log. A partner with several clients has a "Switch organization" picker in the top bar.
1. My clients: the linked organizations, each opening its organization pages (with a "Viewing [organization] as a partner" banner).
1. My courses: courses the partner uploads for their own clients only (zip or external), enabled per client with its own code and due days; a new zip makes a new version; removing archives it.
1. Publish to clients: publish a policy, huddle topic or checklist item to chosen clients. A policy needs Manage policies, a huddle topic Manage safety forms and a checklist item Compliance checklist; the page and the menu link are shown only to partners with one of these, so Partner – Reports Only cannot publish.
1. Reports: the cross-organization spreadsheet for their clients only.
	ID
	Rule
	Source

	PAR-01
	A partner sees and acts on only their linked organizations, everywhere: lists, reports, log, To-do, publishing.
	Roles v3

	PAR-02
	Partner – Reports Only can see progress and reports but not change records or assign.
	Roles v3

	PAR-03
	A partner's courses, pages and bundles reach only that partner's clients, and stop when the link ends (SEP-11).
	Spec v3 §1



6. [bookmark: _Toc55]Organization: overview, employees, licences and archiving
2. [bookmark: _Toc56]Organization menu
At /{org}/admin. The menu shows only what the person may use: Overview; Employees (badge: new join requests); Courses; Assign; How-to library; Safety: Compliance tracking (badge: waiting for review, expired and unseen certificates), Policies, Safety forms (badge: new reports); Records: Reports, Who has what, Messages (badge: failed messages in 30 days), Activity log; Settings: Settings, Sites, Administrators, Shared devices, Data and privacy; Support: Help and contact. The top bar shows the organization and the sites in view, the site picker (for people who cover more than one site), the To-do list and the bell.
2. [bookmark: _Toc57]Overview
Training statistics for the sites in view, the six latest completions, licence warnings at 90%, getting-started steps (until hidden), the monthly quick check average for the month, and other counts.
2. [bookmark: _Toc58]Employees
1. List: active employees at the sites in view with search and filters (shown above 10 items), join requests waiting (approve with job title and site, or decline), archived people.
1. Add (employees/new): name, job title (required), site (when the organization has several), area, mobile phone, email, access (own phone, email, or shared tablet), send the link now. A phone number already used by another active employee in the organization is refused. With "Assign job title courses to new employees" on, the bundle courses for their job title and site are assigned, due from today.
1. Employee page: details, assignments with status, certificates, acknowledgements, remembered phones count, history of changes, the owner's message history. Actions: save, send or resend the link, new link (makes a new token and forgets remembered phones), remove an unfinished assignment, archive, restore, download records, View as employee (owner), PIN reset for tablet users, printable card.
1. Job title change: with "when a job title changes" on, the new job title's bundle courses are assigned; the message says how many unfinished courses remain from the old job title.
1. Bulk job title: set one job title for several ticked employees.
2. [bookmark: _Toc59]Bulk upload
1. Download the template: columns first_name, last_name, mobile_phone, email, employee_id, job_title, site, role.
1. Upload a CSV or Excel (.xlsx) file. The first row must match the template ("The first row doesn't match the template. Missing or misspelled column: [column].").
1. Every row is checked before anything is imported: required fields, phone format, job title exists, site exists and is one of the person's sites, role available and givable, email needed for staff roles, duplicates in the file or the system (matched across the whole organization). Each row is ready, an update, or has errors listed by row number.
1. If there are errors: download the error list, fix and upload again, or import the ready rows and skip the rest.
1. Licences: an import that would go over the free licences is blocked ("This file adds [number] [type]s, but only [free] [type] licences are free...").
1. Import: adds and updates employees (and invites staff rows), optionally creates missing job titles (with Manage job titles) and sends links, assigns bundle courses, notifies the uploader, and logs the result ("[added] employees added and [updated] updated. [courses] courses were assigned automatically.").
2. [bookmark: _Toc60]Licences
1. Employee licences count active employees; manager licences count staff in the organization who are not disabled, including people invited but not signed in yet. The owner, partners and archived people are not counted. Empty means no limit.
1. At 90% or more, a warning: "You've used [used] of [total] [type] licences..."
1. Adding, restoring and bulk upload are refused when the matching licence type is full ("All licences are in use...").
2. [bookmark: _Toc61]Archiving and restoring
1. Archive (with Archive people who have left): asks for the leaving date, shows a Download records option, then: the person can't sign in, their link and remembered phones stop working, their records become read-only, their unfinished assignments close with the reason Archived, a licence is freed, and the activity log records it.
1. Restore: needs a free licence of the matching type; reopens the assignments closed by archiving.
1. Download records: a zip with a PDF summary (training, confirmations, certificates, employee checklist, policies read) and the certificate files; logged.
1. Retention: the daily job warns the Super Admins 30 days before, then deletes archived people and their files when the retention period has passed since the archive date (section 10).
1. Administrators are archived the same way from Administrators.
	ID
	Rule
	Source

	EMP-01
	Every employee has a job title and one site; a job title is required when adding or editing.
	CLAUDE.md

	EMP-02
	A mobile number can belong to only one active employee in an organization.
	msg emp.phone_used

	EMP-03
	Automatic assignment of job title courses follows the two organization settings; due dates count from the day the person is added.
	Spec v3 §7.9

	EMP-04
	Bulk upload checks the whole file first; nothing is imported until it is clean or the person chooses to skip the error rows.
	CLAUDE.md

	EMP-05
	Bulk upload is refused when it would exceed licences; adding, restoring and changing licence type need a free licence.
	Spec v3 §6.3

	EMP-06
	Archiving: can't archive yourself; records become read-only; links stop; licence freed; open assignments close as Archived; logged.
	Spec v3 §6.5

	EMP-07
	Archived records are kept and downloadable until the retention period ends, then deleted automatically, never earlier.
	Spec v3 §6.6

	EMP-08
	An Admin can archive only people at their own sites; a partner only in their organizations.
	Spec v3 §6.4

	EMP-09
	A new link replaces the old one and forgets the person's remembered phones.
	PHP build

	EMP-10
	Changes to a person's job title are kept in their history.
	PHP build



6. [bookmark: _Toc62]Organization: courses and the library
1. Courses (/{org}/admin/courses): the organization's enabled courses (for the person's sites), with progress per course, filters (All, Frontio, External), and pop-ups to assign, edit settings, disable or remove. Paid courses outside the plan show "Not in your plan".
1. Choose from the library (/{org}/admin/library, with Enable courses): every course the organization may see and enable (section 8.2), with Available from library; enabling asks for the organization's short code (optional), due date and repeat period, and the sites (whole organization for All sites people, or chosen sites; Admins their own sites).
1. Settings for the organization or a site: short code, due days, repeat period, statement text, Ask again; a site can have its own due days, repeat period and statement.
1. Own courses (with Upload and edit own courses): zip or SCORM, or External link; seen only at the maker's sites (or the whole organization for All sites people) until a Super Admin makes it available to the whole organization; new zip = new version; Remove archives it for the organization (type the name to confirm when it has records).
1. Course records: per course, every assignment and certificate, downloadable.
1. Preview: opens any usable course without recording anything.
	ID
	Rule
	Source

	CRS-01
	Courses reach employees only when enabled for their site (directly or for the whole organization).
	Spec v3 §1.2

	CRS-02
	An Admin can enable items and off only for their own sites, and can't disable an item enabled for the whole organization ("This item was enabled for your whole organization...").
	Spec v3 §1.2

	CRS-03
	Disabling a course with open assignments warns first with the number affected; completed records stay.
	Spec v3 §8

	CRS-04
	A Super Admin can make an Admin's site course available to the whole organization; it stays enabled for the original site only.
	Spec v3 §1.3

	CRS-05
	Paid owner courses not in the plan show Not in your plan to managers, can't be enabled, previewed or opened, and never show to employees.
	Spec v3 §2.2

	CRS-06
	Settings one organization (or site) changes on an owner course don't affect other organizations.
	Spec v3 §2.3

	CRS-07
	Content can be edited by the maker and the owner; an Admin's course also by Super Admins; when the maker is archived, by Super Admins (or the owner for partner courses).
	Spec v3 §2.3

	CRS-08
	Removing a course always archives it for that organization; records stay in reports ("Include archived courses"); only the owner restores.
	CLAUDE.md

	CRS-09
	Owner courses show only to organizations in the chosen industries; partner courses only to that partner's chosen clients; an Admin's course only at their sites until promoted.
	Spec v3 §1.1



6. [bookmark: _Toc63]Organization: assigning and bundles
1. Assign (/{org}/admin/assign, with Assign courses, Full access roles only): choose a course, then who (by job title, area, chosen people, or everyone at the sites in view), the due date (from the course's due days), whether to send the link now, and whether to remember the choice as a bundle for the job title.
1. Assigning again an unfinished course changes its due date; a completed one gets a new assignment, and the old one is marked as replaced.
1. Bundles (/{org}/admin/bundles): the organization's bundles (whole organization, or chosen sites; an Admin's bundles apply to their sites), plus owner and partner bundles for the industry, which All sites people enable. An owner or partner bundle matches job titles by name. New bundles can be assigned now to everyone with the job title.
	ID
	Rule
	Source

	ASG-01
	Only Full access roles and Partner – Full Access can assign and manage bundles.
	Roles v3 §2.2.2

	ASG-02
	An employee gets every bundle course for their job title and site that they don't already have, when the organization setting is on.
	Spec v3 §7.9

	ASG-03
	Re-assigning never duplicates an unfinished assignment; it updates the due date.
	PHP build

	ASG-04
	Removing a course from the organization removes it from the organization's bundles.
	PHP build



6. [bookmark: _Toc64]How-to library
Short reference pages for employees (Spec v3 §5), managed by people with Manage How-to library at /owner/howto, /partner/howto and /{org}/admin/howto.
1. Page: a plain Heading, one rich text Content (SunEditor), tags, industries (owner). The form always shows the privacy reminder and the video guidance.
1. Draft and Published: new pages are drafts, seen only by people who can edit them. Publish makes it visible by the rule in section 8.2 and enables it for the author's scope.
1. Enable or disable for the whole organization or chosen sites (Admins their own sites); promote an Admin's page to the whole organization.
1. Make a copy: a draft with the person as author, following their own visibility, showing "Adapted from" to managers; the original's author changes notify the copies' authors.
1. Mark as reviewed: updates the last reviewed date; the daily job reminds the author a year later.
1. Print QR code: a printable sheet with the page heading and a code that opens the page.
1. Employees (/{org}/e/howto): published pages enabled for their site, search (heading matches first, then content and tags), tag filter, related courses sharing a tag (assigned ones open normally, others view-only).
5. [bookmark: _Toc65]Editor and cleaning
1. Formatting: bold, italic, underline, highlight (4 colours), text colour (5 colours), Heading 2 and 3, paragraphs, bulleted and numbered lists, alignment; pictures and YouTube or Vimeo videos anywhere.
1. Pictures: JPG, PNG or WebP (checked from the file), up to 5 MB, resized to at most 1600 pixels wide and re-saved, which removes hidden details such as location; turned the right way up from the phone's rotation. Stored privately and served only to people who can see the page.
1. Videos: only YouTube and Vimeo links ("Only YouTube and Vimeo links can be added."), converted to youtube-nocookie.com and player.vimeo.com; loaded only when scrolled to.
1. Saving: the HTML is cleaned by HTML Purifier (mews/purifier, profile howto) and then a second pass (howto_tidy): only this page's own pictures, only the colour sets, plain sizes and alignment, empty picture boxes removed. Cleaned again when shown. Pictures no longer used are deleted with their files.
	ID
	Rule
	Source

	HOW-01
	Only roles with Manage How-to library see the editor or create, edit, publish, enable or copy pages; employees never do, even by direct request.
	Spec v3 §5.2

	HOW-02
	Draft pages are never visible to employees; moving a page back to Draft hides it immediately.
	Spec v3 §5.4

	HOW-03
	Every page shows the author, the last reviewed date and "Always follow your organization's policies and your supervisor's direction."
	Spec v3 §5.5

	HOW-04
	Scripts, event attributes, styles outside the allowed set, links, other sites' pictures and frames are removed on save and on display.
	Spec v3 §5.12

	HOW-05
	Videos only from YouTube and Vimeo, converted to their embed addresses; video files are never stored.
	Spec v3 §5.10

	HOW-06
	Pictures: JPG, PNG, WebP only, 5 MB, resized to 1600 px, private.
	Spec v3 §5.11

	HOW-07
	A QR code opens the page only on a phone with a valid Frontio session for that organization; otherwise "Open Frontio from your personal link first, then scan this code again."
	Spec v3 §5.8

	HOW-08
	Search lists heading matches first, then content and tag matches.
	Spec v3 §5.7

	HOW-09
	Related courses list only courses enabled for the employee's site; unassigned ones open view-only.
	Spec v3 §5.7

	HOW-10
	A copy is independent of the original; the copy's author is told when the original changes.
	Spec v3 §5.6



6. [bookmark: _Toc66]Compliance tracking
One menu item with four tabs (Spec v3 §7), for people with any of the compliance permissions (progress, certificates, review, checklist, reports).
6. [bookmark: _Toc67]Overview
Counts with a list under each, for the sites in view: Overdue (assigned courses past due), Due within 30 days (courses due, and course completions and other certificates expiring), Waiting for review, Incomplete checklist items. Missing-item alerts by employee and by site: overdue, expired, expiring within 30 days, waiting for review, checklist items to do.
6. [bookmark: _Toc68]Checklist
1. Organization items: for one site or the whole organization (whole organization only by All sites people); title, details, section, frequency (one time, monthly, every 3 months, yearly), responsible person, done date, note, proof file (PDF, image, Word or Excel, up to 15 MB). Due again after the frequency; "Due [date]" from 14 days before; Overdue after.
1. Employee items: one per employee (or for one site's employees); only "checked", who checked it and the date are kept, never documents.
1. Automatic items: worked out live: everyone has completed each enabled course (an expired completion no longer counts), First Aid certificates current, everyone has read up to three policies.
1. Available to enable: the owner's templates for the industry not yet used; enabling one makes it the organization's own item.
1. Hiding or removing a whole-organization item needs All sites access ("This item is for your whole organization...").
6. [bookmark: _Toc69]Staff files
One screen per employee: assigned courses and status, certificates (external proofs and other certificates together, with verification state), acknowledgements with version and date, employee checklist items (tick or untick). Download staff file: a PDF.
6. [bookmark: _Toc70]Records and downloads
Inspection pack for one site or the whole organization, with Who to include (everyone, a job title, chosen people): training, certificates, confirmations, checklist, policies read, safety reports and huddles (whole organization only, since they have no site). Staff file PDFs. Archived people's records until retention ends. The pack is made as a PDF in the browser (pdf.js).
	ID
	Rule
	Source

	CMP-01
	Counts match their lists, and each person sees only their scope (Admins their sites, Super Admins the organization, partners their organizations).
	Spec v3 §7.7

	CMP-02
	Automatic items update straight away when a course is completed or a certificate is verified, and become incomplete when a completion expires.
	Spec v3 §7.3

	CMP-03
	Employee items store no documents and offer no upload.
	Spec v3 §7.3

	CMP-04
	The inspection pack contains only the chosen site or organization and people.
	Spec v3 §7.5

	CMP-05
	A staff file PDF contains exactly the screen's information for one person; downloads are logged.
	Spec v3 §7.5

	CMP-06
	An Admin adds and changes checklist items only for their own sites.
	Spec v3 §1



6. [bookmark: _Toc71]Other certificates and Waiting for review
1. Certificate types per organization (for example First Aid and CPR), with the job titles that need them (none = everyone) and a hint.
1. Employees add a certificate photo (or PDF) with issuer and expiry date from their phone; managers can add one for an employee.
1. Statuses: Current, Expires soon (30 days), Expired, Photo to check, Original not seen (when the organization requires the original card to be seen), Missing, Not needed.
1. Waiting for review (with Review certificates, for people at the reviewer's sites): external course proofs, attendance claims and other certificate photos. Approve (optionally "I saw the original"), or Reject with a required reason. Approving an external course proof completes the course, issues its certificate and sets the expiry. The employee sees a rejection with its reason and can upload again.
	ID
	Rule
	Source

	CRT-01
	A rejection needs a reason; the employee sees it.
	Spec v3 §3.5

	CRT-02
	Approval records who and when; external course proofs complete the course only on approval.
	Spec v3 §3.5

	CRT-03
	Reviewers see only employees at their own sites.
	Spec v3 §3.5

	CRT-04
	Certificate photos are private: only staff of the organization and the employee who owns them can open them.
	Security rule 10



6. [bookmark: _Toc72]Policies
1. A policy has a title, key points, an optional document (PDF or Word, up to 15 MB), who it is for (everyone, chosen job titles, or chosen areas), and an optional read-by date. Creating one can send it to the people it targets.
1. A new version (new points or document) asks everyone to read and confirm again, and can notify them.
1. Who has read it lists people done and not done; Remind texts or emails those who haven't.
1. Employees read the points, open the document, tick and confirm; each confirmation is saved with the version.
1. Remove: optionally after downloading who read it; records are kept as an archive record.
	ID
	Rule
	Source

	POL-01
	A policy reaches only the employees it targets; its document only to them and to staff.
	PHP build; Security rule 10

	POL-02
	A new version needs a new confirmation from everyone; earlier confirmations stay with their version.
	PHP build

	POL-03
	Shared-tablet employees are not texted or emailed about policies.
	PHP build



6. [bookmark: _Toc73]Safety forms and huddles
1. Safety reports: Hazard, Near miss, Incident or Aggressive behaviour; where, what happened, optional photos (up to 10 MB), optionally anonymous. From the employee's phone, a shared tablet (no sign-in needed, name not included), or a manager on someone's behalf. Managers set status (New, Reviewed, Closed), follow-up, fix-by date and action taken. The page reminds that serious injuries must still be reported to WorkSafeBC.
1. Huddles: short safety talks: topic (from ready-made topics: the owner's, a partner's or the organization's), date, notes, video link, leader; attendance ticked by the manager, or by employees scanning the huddle QR code on their phone (signed in), from a tablet, or remotely (opening the video link).
1. Staff room poster: a QR code to /{org}/join/{code} for new people (ask to join, confirmed by a texted code; a manager then approves with a job title and site) and for Find my training. A new code makes old posters stop working.
	ID
	Rule
	Source

	SAF-01
	Anonymous reports store no employee.
	PHP build

	SAF-02
	Huddle sign-in by QR needs the employee signed in on their phone; a manager's ticks never overwrite an employee's own sign-in.
	PHP build

	SAF-03
	Join requests are verified by code before a manager sees them; an old poster code shows "This poster is no longer in use."
	PHP build



6. [bookmark: _Toc74]Reports, Who has what, Messages and the activity log
1. Reports (/{org}/admin/reports): a matrix of employees by course for chosen people (job title, area, site, chosen people), with downloads: people (every course and certificate type per person), overdue, completions, renewals, archived records; course renewals in the next 62 days. Downloads need Download reports and are logged. Spreadsheet cells that start with = + - @ get a leading apostrophe so spreadsheet programs never run them.
1. Who has what: pick courses and certificate types; lists who has all of them (current, or ever), and who is close (missing one).
1. Messages: the latest 200 emails and texts with their status, and failed ones only; people who cover some sites see only messages to employees at those sites.
1. Activity log (owner, partners and organizations): filter by organization, partner, site, who, what and dates; latest 500 entries. Organizations and partners never see the owner's visits, and see the owner's changes as "Frontio support". People with assigned sites see their sites' entries and entries with no site.
	ID
	Rule
	Source

	RPT-01
	Every report, matrix and download contains only the organization and sites in view.
	Security rule 6

	RPT-02
	Downloads are logged.
	Spec v3 general rules

	RPT-03
	Spreadsheet downloads neutralise formulas.
	Security

	RPT-04
	The activity log can't be edited or deleted from the system; organizations never see owner visits; owner changes appear as "Frontio support".
	CLAUDE.md

	RPT-05
	"Include archived courses" adds records of removed courses to reports.
	CLAUDE.md



6. [bookmark: _Toc75]Settings, sites, job titles, administrators, devices and data
	Page
	Who
	What it does

	Settings
	Edit organization settings (All sites) or Manage job titles
	Default due days (1 to 365), certificate signer, title, message and signature image (PNG or JPG, 2 MB), ask for a code on new phones, require the original card to be seen, staff inactivity minutes, automatic assignment for new people and job title changes, manager summary frequency and day; the Job titles tab; the monthly quick check on or off.

	Job titles
	Manage job titles (Full access)
	Add, rename (renames it on every employee and the organization's bundles), turn off, delete (refused while employees have it: "[people] employees have the job title..."). Shared by all sites.

	Sites
	Manage sites (All sites)
	Add a site with its areas, rename, change areas (refused when people are still in a removed area), remove (refused while people belong to it, or for the last site, or when it would leave no Full access person).

	Administrators
	View people; changes need Add and edit people
	Invite (name, title, email, role, sites), change role and sites, archive and restore, resend invitations; all within ROLE-02 and ROLE-05; licences apply.

	Shared devices
	Edit organization settings
	Register a tablet (name, site, area; up to the plan's number), its sign-in, idle time for tablet sessions, group sessions on or off; reset or remove a device (ends its session).

	Data and privacy
	Edit organization settings
	Download all records (employees, training, other certificates, policy confirmations), request to close the account.

	Help and contact
	Everyone
	Help topics and a message to support.



	ID
	Rule
	Source

	SET-01
	Organization-wide settings and sites need All sites access; job titles need a Full access role.
	Roles v3 §2.2

	SET-02
	A site with people, or the last site, can't be removed.
	msg site.*

	SET-03
	Settings changes apply to people added or changed from now on; people already in the system are not changed.
	msg settings.saved

	SET-04
	The number of shared devices can't exceed the plan.
	PHP build

	SET-05
	Changes to the manager summary setting are logged.
	Spec v3 §7.8



6. [bookmark: _Toc76]Employee experience
Mobile-first pages under /{org}/e, in the employee layout with the organization's name, logo and colours. They can be added to the phone's home screen (manifest.json).
1. My training (tabs To do and Completed): assigned courses with status and due date, policies to read, other certificates needed with their status, More courses (enabled courses not assigned, view-only), the monthly quick check when on.
1. A course: a card with the course details; Start or Continue opens the player. The player shows the course in a frame from /{org}/c/{assignment}/... with the SCORM bridge, which saves the place (location, suspend data, status, score) as the person goes and tells Frontio when the course is finished.
1. Confirm: after the course reports it is finished, the statement with a tick box; Confirm completes the course and issues the certificate. Without confirming, the course shows "Waiting for your confirmation" and the statement shows again next time.
1. Certificate: a printable page with the organization, employee, course, certificate number, dates, signer and signature.
1. Updated course (Ask again): "Updated: please review and confirm"; the employee reviews the new version (nothing recorded) and confirms again.
1. External course: Open course (a new tab, never a frame, with no referrer), then "Did you finish this course?" (Upload certificate / Not yet) or "Did you attend this workshop?" (Yes, I attended / Not yet), then the External statement, then Waiting for review, then Complete or Certificate rejected.
1. Other pages: policies (read and confirm), add a certificate, safety report, How-to guides, huddle sign-in, quick check (three questions a month, with explanations), sign out.
	ID
	Rule
	Source

	EMPX-01
	An employee sees only their own training, certificates and policies, and only courses enabled for their site.
	Spec v3 §1.5

	EMPX-02
	Employees never see create, edit, enable or promote controls, and the server refuses such requests from them.
	Spec v3 §1.5

	EMPX-03
	A course is complete only after the statement is confirmed; an external course only after confirmation and approval.
	Spec v3 §4

	EMPX-04
	View-only courses keep no progress, statement or certificate.
	Spec v3 §2.1

	EMPX-05
	External courses open in a new tab and never in a frame.
	Spec v3 §3.3

	EMPX-06
	Courses archived, disabled for the site, outside the plan, or closed (No longer available, Archived) can't be opened: "This course is no longer available."
	Spec v3 §1.4, §2.2

	EMPX-07
	Every employee screen works on a phone.
	Spec v3 general rules



6. [bookmark: _Toc77]Shared tablets
1. An administrator registers the tablet (Shared devices); the tablet signs in at /{org}/login with the device's username and password. It stays in shared mode.
1. The home screen offers: open my training, join a huddle, a group session (when allowed), report a safety concern (no sign-in, anonymous).
1. An employee identifies by staff number and PIN, or by a texted or emailed code. A first PIN (temporary, set by a manager) must be changed. A PIN is 4 to 6 digits and not repeated or in sequence ("That PIN is too easy to guess."). Five wrong PINs lock it until a manager resets it.
1. The employee's session ends after the device idle time (a countdown shows), or with Sign out ("Signed out. Nothing was left on this tablet."). Certificates are sent to the employee's phone or email instead of being kept on the tablet.
1. Group session: a supervisor adds people who completed a course together, ticks to confirm, and it is recorded for each person (completed via the tablet).
1. Only an administrator of the organization, or the owner, can take the tablet out of shared mode.
	ID
	Rule
	Source

	KIO-01
	A tablet sees only its own organization; its session ends when the device is reset, removed or the organization paused.
	PHP build

	KIO-02
	PIN rules: 4 to 6 digits, not easy to guess; 5 wrong tries lock it.
	PHP build

	KIO-03
	Employee sessions on a tablet end after the idle time; nothing personal stays on the tablet.
	PHP build

	KIO-04
	Anonymous safety reports from a tablet store no employee.
	PHP build



1. [bookmark: _Toc78]Training logic
7. [bookmark: _Toc79]Assignment statuses
Worked out from the latest assignment of each employee and course (asg_status):
	Status
	When

	Complete
	The assignment has a completion date.

	Overdue
	Not complete and the due date has passed.

	Due soon
	Not complete and due within 14 days (started or not).

	In progress
	Started (and not set to restart), due in more than 14 days.

	Not started
	Assigned, not started, due in more than 14 days.

	Not assigned
	No assignment.



Overview and reports count only active employees, courses not archived for the organization, and courses enabled at the employee's site.
7. [bookmark: _Toc80]Visibility and enabling
	Made by
	Visible to

	Owner
	Organizations in the course's industries (none ticked = all industries). Paid courses also need the organization's plan.

	Partner
	The partner's client organizations the partner chose (course_orgs, howto_orgs).

	Super Admin (or other All sites role)
	The whole organization.

	Admin (Assigned sites)
	Only the Admin's sites (course_sites, howto_sites), until a Super Admin promotes it.



1. Enabling applies: a partner to the organizations it chooses (all sites); a Super Admin to the whole organization or chosen sites; an Admin to their own sites.
1. Enabling records the level (site, organization, partner). A person can disable only at their level or below.
1. Items a manager makes are enabled for their own scope automatically.
7. [bookmark: _Toc81]Due dates and repeat periods
1. Due date when assigning: the site's own due days for the course, else the organization's due days for the course, else the organization's default due days (30; 1 to 365). Choices: 7, 14, 30, 60, 90 days or a custom number.
1. Repeat period: the site's, else the organization's, else the course's. Choices: no repeat, every year, every 2 years, every 3 years, or 1 to 60 months.
1. Expiry: a certificate's "valid until" is the completion date plus the repeat period. Expiry status: Valid, Expiring soon (within 61 days, about two months), Expired, Does not expire.
1. Courses are not reassigned automatically when they expire; renewal notices are sent instead (section 10).
7. [bookmark: _Toc82]Certificates
1. Issued once per assignment, when it is completed. Number: the organization's certificate prefix, the course code shown in the organization, and a running number starting at 100, for example SR-LIFT-100. Made inside a database transaction that locks the counter, so two completions never get the same number.
1. Certificates never change after they are issued, even when the course is renamed or gets a new version.
1. Shown as a printable page; staff can open any certificate of their organization (/{org}/admin/certview/{assignment}).
7. [bookmark: _Toc83]Course versions
1. A new zip becomes the next version (folder courses/{course}/v{n}). Old versions are kept, never overwritten.
1. People who completed it keep their completion, version and certificate.
1. People part-way through continue in the new version; their saved place is passed on, like a SCORM course resuming.
1. With Ask again when the course is updated (course, or the organization's setting for it), people who completed it get "Updated: please review and confirm" and confirm the new version; their completion status and due dates don't change, and their staff file shows "New version not yet confirmed" until then.
1. There is no "minor or major change" choice and no forced retake.
7. [bookmark: _Toc84]Course files and the player
1. Upload: a zip. Only files with allowed extensions are unpacked (HTML, JavaScript, CSS, JSON, XML, images, audio, video, fonts, VTT, PDF, text); paths with .., absolute paths and __MACOSX are skipped; at most 600 MB unpacked.
1. Start page: the first resource in imsmanifest.xml (SCORM), else index.html, index.htm, story.html or index_lms.html at the top, else an index.html one folder down, else the first HTML file. No start page: "This zip file doesn't contain a course we can open..."
1. Files are served only to the employee who owns the assignment, or to staff of the organization, from /{org}/c/{assignment}/{file}, and only inside the course's folder. Completed assignments open the version they were completed in, when it still exists.
1. scorm-bridge.js provides the SCORM 1.2 (API) and SCORM 2004 (API_1484_11) objects to the course, saves lesson location, suspend data, status and score to POST /{org}/e/progress, and sends the person to the statement when the course reports completed or passed, and has not failed. Non-SCORM courses can report with postMessage.
1. A failed course is never finished. SCORM 1.2 failed, and SCORM 2004 success_status failed even when completion_status is completed, are saved as failed: the course does not go to the statement or certificate, and the employee must take it again. The fail is always recorded: the score is saved, and the activity log records "[employee] did not pass [course] (score N%) and must take it again". The saved place is cleared, so the course page shows "Start the course again" and the next launch starts from the beginning as a new attempt.
1. Mobile-friendliness of client SCORM courses is the client's responsibility.
7. [bookmark: _Toc85]Acknowledgement statement
1. Shown after every course type (Frontio, own, SCORM, external), never in view-only or preview.
1. Text: the site's own text, else the organization's, else the course's, else the default for the statement type (General, Policy, External), which the owner sets.
1. Saved in acknowledgements with the employee, course, course title, version, the exact text and the time, and in the activity log.
7. [bookmark: _Toc86]External link courses
1. Course type External link: https link (required, "The course link must start with https://."), provider, notes, proof required (certificate upload, or supervisor confirms attendance). Statement type External.
1. States: Not started → Opened (when the link is opened, through /{org}/e/open/{assignment}) → Waiting for your confirmation (proof uploaded, statement not yet confirmed) → Waiting for review → Complete, or Certificate rejected.
1. Proofs (JPG, PNG, WebP, HEIC or PDF, up to 10 MB) are stored with other certificates (ext_certs). A new proof replaces an unconfirmed one.
1. The monthly link check flags broken links (section 10).
7. [bookmark: _Toc87]Paid courses and plans
1. Owner courses are Paid or Free. The owner ticks each organization's paid courses (org_plan).
1. Paid courses not in the plan: managers see them with "Not in your plan"; they can't be enabled, previewed or opened; employees never see them.
1. Free owner courses can be enabled by any organization in the industries.
	ID
	Rule
	Source

	TRN-01
	Statuses follow the table in 8.1 exactly, including the 14-day "Due soon" threshold.
	PHP build

	TRN-02
	Certificate numbers are unique per organization and never reused, even with completions at the same moment.
	PHP build

	TRN-03
	Completed records and certificates never change when a course gets a new version or is renamed.
	CLAUDE.md

	TRN-04
	People part-way through continue in the newest version with their saved place.
	CLAUDE.md

	TRN-05
	Ask again re-asks only people who completed it, only when enabled, and changes no status or due date.
	Spec v3 §4.5

	TRN-06
	The statement shown is the most specific one available, and the saved record keeps the exact text shown.
	Spec v3 §4

	TRN-07
	Changing a default statement doesn't change saved confirmations.
	Spec v3 §4.6

	TRN-08
	Course files are served only to the assignment's employee or the organization's staff, and only from inside the course folder.
	Security rule 10

	TRN-09
	A zip with unsafe paths or disallowed files never writes them; over 600 MB unpacked is refused.
	Security

	TRN-10
	External links must start with https:// and open in a new tab without a referrer.
	Spec v3 §3

	TRN-11
	Expiry is set from the completion date plus the repeat period that applies at the employee's site.
	Spec v3 §3.5



1. [bookmark: _Toc88]Notifications, To-do list, emails and texts
8. [bookmark: _Toc89]Channels
	Channel
	Who
	How

	Text message
	Employees
	Twilio. Starts with the organization's short name. Employees with access "email" or no phone get an email instead. Shared-tablet employees get none for policies and reminders.

	Email
	Staff and employees
	Laravel Mail. From "[organization short name] Training" for organization emails. Locally (inbox mode) kept in the test inbox.

	Bell notification
	Staff
	In notifications, shown under the bell; opening the list marks them read.

	To-do list
	Staff with Use the To-do list
	Own tasks and system tasks (tasks, task_users), per person: complete (with a short Undo), remind me in N days (1 to 365), done list.



Every email and text to a person is recorded in message_log with its status ("Sent", or "Failed: ..."), shown on the Messages page.
8. [bookmark: _Toc90]What sends what
	Event
	Who is told
	How

	Sign-in paused
	The person
	Email, always.

	Invitation
	New administrator or partner user
	Email with a 7-day link.

	Employee link, reminders, policy notices, certificate expiry
	Employee
	Text, or email.

	Renewal 2 months and 1 month before expiry
	Super Admins, the site's Full access Admins, full-access partners
	Bell (in the daily summary email), and a To-do task, made urgent at one month.

	Employees overdue at a site
	The site's Admins and Supervisors
	Bell, once a day, in the summary.

	Employees without a job title
	Super Admins
	Bell once a week, and a To-do task until fixed.

	Paid course removed from the plan
	Super Admins
	Bell and email.

	Library course updated or removed
	Super Admins and full-access partners of organizations using it
	Bell and email; a To-do task when removed.

	Broken external link
	The course's creator (owner, partner users, or the organization's Full access staff)
	Bell and email, once a month.

	How-to page due for review
	The author, or the Super Admins (or the owner)
	Bell and email, once per review date.

	Archived people about to be deleted
	Super Admins
	Bell and email, 30 days before.

	Bulk upload finished
	The uploader
	Bell.

	A task's reminder date arrives
	The task's person
	Bell.



8. [bookmark: _Toc91]Summary emails
1. Owner daily summary: every notification waiting for the digest, in one email.
1. Manager summary (Spec v3 §7.8): for each staff and partner user, at the organization's frequency (Daily, Weekly on a chosen day (default Monday), Every two weeks, Monthly on the 1st, Off) or their own choice in Account settings. One email per person listing, for each organization they look after: overdue courses, expired certificates or completions, items due or expiring within 30 days, waiting for review, incomplete checklist items, and waiting notices. Not sent when there is nothing overdue or incomplete. At most once a day (users.summary_sent_on). With Off, notices stay under the bell and on the To-do list only.
1. Information-only emails respect the person's "Email me a copy of information-only notifications" choice; to-do and security emails always go.
	ID
	Rule
	Source

	NOT-01
	The same notification (same key) is never added twice for a person.
	Spec v3 general rules

	NOT-02
	System tasks are created once per key, reopened if closed, and made urgent once.
	PHP build

	NOT-03
	Renewal tasks close themselves when the person left or completed the course again.
	PHP build

	NOT-04
	The manager summary is sent at the chosen frequency, never twice a day, never when there is nothing to report, and nothing with Off.
	Spec v3 §7.8

	NOT-05
	A person's notifications and tasks are visible only to that person; partners and staff see tasks only for organizations they cover.
	Security

	NOT-06
	Every email and text is in the message log with its outcome.
	PHP build

	NOT-07
	Texts start with the organization's short name.
	PHP build



1. [bookmark: _Toc92]The daily job
php artisan frontio:daily [limit] (app/Areas/daily.php), started by the scheduler at 7:00 every day (routes/console.php). It never runs twice at the same time (cache lock), records each run in job_runs (job daily), and stops sending reminders when it reaches the limit (default 250, under the host's hourly email limit). A failed run is recorded with ok = 0 and its error, so the owner console warns.
9. [bookmark: _Toc93]What it does, in order
For each active organization:
1. Renewals: completions expiring within two months notify (2 months, then 1 month before) and make or update a To-do task (urgent at one month). Renewal tasks close when the person left or redid the course.
1. Overdue by site: a notice to each site's Admins and Supervisors with the number overdue.
1. Missing job titles: a weekly notice and a task for the Super Admins; the task closes when everyone has one.
1. Employee reminders: training due in 7 days or today, one reminder each; overdue, once a week; one message per employee listing their courses with their link. Not to shared-tablet employees.
1. Certificate expiry: approved certificates expiring within 30 days, then after they expire, once each (expiry_reminded), unless a newer one is pending or approved.
1. Checklist reminders: weekly email to the responsible person for organization items not done or overdue.
1. Retention: warn Super Admins 30 days before archived people are deleted; delete archived employees and disabled administrators (and their certificate files) after the retention period counted from the archive date; log "Removed [n] records ...".
Then, once for the whole platform:
1. Monthly link check (first run of each month): reads every external course link (follows up to 5 redirects, first 1 KB, 15 seconds). 400 or more = "Link may be broken" and the creator is told; if no site at all could be reached, nothing is flagged.
1. How-to reviews: pages published and reviewed a year or more ago notify the author (or Super Admins / owner), once per review date.
1. Tasks coming back on their reminder date.
1. Summary emails: the owner's daily summary and the manager summaries.
1. Tidy: delete codes older than 2 days, sign-in attempts older than 60 days, message log entries older than 13 months.
	ID
	Rule
	Source

	JOB-01
	Running the job twice in a row sends nothing twice and adds nothing twice.
	Spec v3 §10

	JOB-02
	Each run is recorded; the owner console warns after 26 hours without a successful run.
	CLAUDE.md

	JOB-03
	Two runs never overlap.
	Design

	JOB-04
	Records are never deleted before the retention period ends.
	Spec v3 §6.6

	JOB-05
	The link check runs once a month and flags nothing when the server can't reach any website.
	Spec v3 §3.7

	JOB-06
	Reminders stop at the limit and continue on the next run.
	PHP build



1. [bookmark: _Toc94]Files and storage
10. [bookmark: _Toc95]Where files live
All files are private, in storage/app/private (setting FRONTIO_FILES_ROOT), outside the web folder: uploads/org{id}/... (logos, sign-in photos, certificate photos, proofs, policy documents, checklist proofs, safety photos, signature), uploads/howto/... (How-to pictures), courses/{course}/v{version}/... (unpacked course versions). Stored names are random.
10. [bookmark: _Toc96]Uploads
	What
	Types
	Limit

	Logo
	PNG, JPG, WebP (or a cropped PNG)
	3 MB (cropped: 2 MB)

	Sign-in photo
	JPG, PNG, WebP
	8 MB

	Certificate signature
	PNG, JPG
	2 MB

	Other certificate photo (employee)
	JPG, PNG, WebP, HEIC, PDF
	10 MB

	Other certificate (manager)
	JPG, PNG, WebP, PDF
	10 MB

	External course proof
	JPG, PNG, WebP, HEIC, PDF
	10 MB

	Safety report photo
	JPG, PNG, WebP (HEIC from phones)
	10 MB

	Policy document
	PDF, DOC, DOCX
	15 MB

	Checklist proof
	PDF, JPG, PNG, DOC, DOCX, XLSX
	15 MB

	How-to picture
	JPG, PNG, WebP (checked from the file)
	5 MB, resized to 1600 px

	Header picture (owner)
	PNG, JPG, WebP
	4 MB

	Course
	ZIP
	600 MB unpacked; upload limit set by the host

	Bulk upload
	CSV, XLSX
	Host upload limit



Picture uploads are checked as real pictures. The host's upload_max_filesize and post_max_size must be at least 100 MB for course zips.
10. [bookmark: _Toc97]Who can open a file
1. /{org}/file/{path}: logos and sign-in photos of the organization are public (they show on the sign-in page). Every other file needs staff of the organization (owner, its staff, its partners), or the employee whose certificate photo it is, or an employee a policy with that document is meant for. The path must be inside the organization's own folder.
1. How-to pictures: managers who can see the page, or employees whose site has the page enabled.
1. Course files: section 8.6.
	ID
	Rule
	Source

	FILE-01
	No private file can be opened from a copied address by someone not signed in, or from another organization, or by another employee.
	Security rule 10

	FILE-02
	Only allowed types and sizes are stored; pictures are checked from the file.
	Spec v3 §5.11

	FILE-03
	Deleting a How-to picture from the content deletes the file.
	Spec v3 data policy

	FILE-04
	Files of deleted (retention) people are deleted with them.
	Spec v3 §6.6



1. [bookmark: _Toc98]Data model
11. [bookmark: _Toc99]Overview
66 tables: the PHP build's 62 with the same names and columns, and Laravel's migrations, sessions, cache and cache_locks. section 20 lists every column and link. The main relationships:
	Group
	Tables and how they link

	Organizations and places
	organizations 1–n sites (areas in sites.areas_json); organizations 1–n job_titles, devices, cert_settings (1–1), ext_cert_types.

	People
	employees n–1 organizations, n–1 sites; employee_devices n–1 employees; users n–1 organizations (staff) or partners (partner users), n–1 roles; user_sites links staff to sites.

	Roles
	roles n–n industries through role_industries; permissions in roles.perms_json.

	Partners
	partners n–n organizations through partner_orgs.

	Courses
	courses (org_id empty = owner or partner course) 1–n course_versions; n–n industries through course_industries; partner courses n–n organizations through course_orgs; Admin courses n–n sites through course_sites.

	Enabling and plans
	organization_courses (organization × course: own code, due days, repeat, statement, archived); site_courses (organization × course × site); org_plan (organization × paid course).

	Training records
	assignments (employee × course, latest has replaced_by empty) 1–1 certificates, 1–1 progress, 1–n acknowledgements; ext_certs (other certificates and external proofs) n–1 employees, types, assignments.

	Bundles
	bundles 1–n bundle_courses, bundle_sites; bundle_on (organization enabled an owner or partner bundle).

	How-to
	howto_pages 1–n howto_images; n–n industries (howto_industries), partner orgs (howto_orgs), Admin sites (howto_sites); howto_on (enabled: organization × page × site, site 0 = whole organization).

	Compliance
	checklist_items (organization items and employee items) 1–n checklist_checks (employee ticks); checklist_templates (owner, by industry name).

	Policies and safety
	policies 1–n policy_acks; safety_reports; huddles 1–n huddle_attendance; huddle_topics; join_requests.

	Tasks and notices
	tasks 1–n task_users; notifications; message_log; audit_log; people_history; archive_records.

	Platform
	industries, settings, header_pictures, job_runs, login_attempts, verify_codes, dev_inbox.



11. [bookmark: _Toc100]Separation class of each table
See section 4: 39 tables belong to an organization directly (38 with org_id, and organizations itself), 13 through a parent record, 10 are also limited by site (employees and their records), and 10 platform tables belong to no organization (plus the 4 Laravel tables).
11. [bookmark: _Toc101]Data rules
1. Data policy: only data that a screen, report, reminder or rule uses is stored (Spec v3 general rules).
1. Deleting an organization deletes its rows by the database links (cascade); most other links prevent deleting a parent that is still in use.
1. Dates are stored as text dates and times in the organization's time zone (America/Vancouver); dates are shown as "15 Nov 2026".
1. Hashes: passwords (bcrypt), PINs (bcrypt), codes, remembered phones and invitation tokens (SHA-256 with the app secret).
11. [bookmark: _Toc102]Database settings
The connection uses the PHP build's SQL mode (NO_ZERO_IN_DATE, NO_ZERO_DATE, NO_ENGINE_SUBSTITUTION, not strict) and sets the session time zone to the app's offset on every connection, so NOW() and CURDATE() give Vancouver time, also after the clocks change.
1. [bookmark: _Toc103]Security controls
12. [bookmark: _Toc104]The project's security rules
	Rule
	How it is met
	Status

	1. Passwords hashed
	bcrypt with password_hash/password_verify (Laravel reads the same hashes); upgraded on sign-in when needed.
	Built

	2. Lockout
	5 per username or 20 per address in 15 minutes, from login_attempts.
	Built

	3. Two-step sign-in for owner, partners, admins
	
	Not built (section 17)

	4. Inactivity sign-out
	Per organization (default 120 min); 240 for owner and partners.
	Built

	5. Server-side role checks
	require_can() on every page and action; Gates for each permission.
	Built

	6. Organization separation
	Built into the models (section 4), with tests.
	Built

	7. Secure employee links, texted codes
	24-character random tokens; codes for new phones.
	Built

	8. HTTPS in production
	HTTPS-only cookies; Strict-Transport-Security on HTTPS; the host forces HTTPS.
	Built (host setting)

	9. Minimum personal data
	Data policy; employee checklist items keep no documents.
	Built

	10. Private certificate photos
	Private storage, served after a permission check.
	Built

	11. Audit log
	audit() on important actions; never editable.
	Built (old and new values not recorded for every change)

	12. Daily backups, tested restores
	Host backups; restore test described in SETUP.md.
	Host and process

	13. Data retention
	Daily job (section 10).
	Built

	14. Prepared statements
	Every query through Laravel with bindings; no SQL built from input.
	Built



12. [bookmark: _Toc105]Web protections
	Protection
	Detail

	Forged form posts (CSRF)
	Every POST needs the session token (_token field or X-CSRF header); otherwise 419 "This page expired. Go back, refresh, and try again."

	Escaping
	Text in pages is escaped ({{ }}, e()). Rich text (How-to) is cleaned by HTML Purifier.

	Headers
	X-Frame-Options: SAMEORIGIN; Content-Security-Policy: frame-src 'self' https://www.youtube-nocookie.com https://player.vimeo.com; X-Content-Type-Options: nosniff; Referrer-Policy: same-origin; Permissions-Policy: geolocation=(), microphone=(); Strict-Transport-Security: max-age=31536000 on HTTPS.

	Cookies
	Session cookie: Secure, HttpOnly, SameSite=Lax, encrypted. Remembered-phone cookies: Secure, HttpOnly, SameSite=Lax, plain random token checked against a hash.

	Errors
	Unexpected errors show "Something went wrong... quote reference [ref]" and log the details under that reference; never the error itself (with APP_DEBUG=false).

	Downloads
	Spreadsheet cells are protected against formulas; file names are cleaned.

	Open redirects
	Redirect targets from forms (site picker "back", after sign-in) must stay inside the organization's address.



	ID
	Rule
	Source

	SEC-01
	A POST without the token is refused with 419.
	Security

	SEC-02
	Every response has the headers in 13.2.
	Spec v3 §5.12

	SEC-03
	Text typed by people (names, titles, notes) is shown as text, never run as HTML or script, everywhere it appears (pages, emails, PDFs, spreadsheets).
	Security

	SEC-04
	Unexpected errors never show technical details.
	Security

	SEC-05
	Changing numbers, organization names or file paths in addresses or forms never gives access to another organization's or person's data (see SEP-02, FILE-01).
	Security rule 6

	SEC-06
	Redirects never leave the site.
	Security



1. [bookmark: _Toc106]Settings
13. [bookmark: _Toc107]Environment file (.env)
	Setting
	Meaning
	Local value

	APP_URL
	The main address
	https://frontio.test

	APP_ENV, APP_DEBUG
	production / false on the host
	local / true

	APP_KEY
	Laravel's own secret (sessions, cookies)
	generated

	APP_TIMEZONE
	Time zone
	America/Vancouver

	DB_*
	Database connection
	frontio

	SESSION_DRIVER, SESSION_LIFETIME, SESSION_EXPIRE_ON_CLOSE, SESSION_SECURE_COOKIE
	Sessions in the database, 480 minutes at most, end when the browser closes, HTTPS only
	database, 480, true, true

	CACHE_STORE
	Cache (and the daily job lock)
	database

	MAIL_*
	SMTP for emails
	not used locally

	FRONTIO_MAIL_MODE
	mail (send) or inbox (test inbox)
	inbox

	FRONTIO_DEV_INBOX
	Texts go to the test inbox; /inbox page on
	true (never on the host)

	FRONTIO_DEV_SHOW_CODES
	Show sign-in codes and invitation links on screen
	true (never on the host)

	TWILIO_SID, TWILIO_TOKEN, TWILIO_FROM
	Texts
	empty

	LEGACY_APP_SECRET
	The PHP build's secret, so remembered phones, codes and links keep working
	copied

	TENANT_MODE, ROOT_DOMAIN
	path (/sunriseridge/...) or subdomain (sunriseridge.domain)
	path

	FRONTIO_FILES_ROOT
	Private files folder
	storage/app/private

	LEGACY_DB_DATABASE, LEGACY_STORAGE
	Only for moving data from the PHP build
	trellislearn_copy, the PHP build's storage



13. [bookmark: _Toc108]Organization settings
Kept in organizations (section 20): industry, colours, logo, sign-in photo, header picture, plan and trial end, devices included, employee and manager licences, retention years, default due days, automatic assignment (new people, job title change), ask for a code on new phones, require the original card to be seen, personal link expiry days, staff and tablet inactivity minutes, group sessions, monthly quick check, active (paused), join code, certificate prefix, manager summary frequency and day.
13. [bookmark: _Toc109]Platform settings
Kept in settings: product name and whether it shows, company name, support email and phone, default statements (stmt_general, stmt_policy, stmt_external), header picture defaults per industry, the quick check questions, and per-organization flags such as hiding the getting-started steps.
1. [bookmark: _Toc110]Operations
14. [bookmark: _Toc111]Commands
	Command
	What it does

	php artisan migrate
	Creates or updates the tables.

	php artisan schedule:run
	Runs what is due (the host's cron line runs it every minute).

	php artisan frontio:daily [limit]
	The daily job, by hand.

	php artisan frontio:compare-structure
	Checks every table matches the PHP build's database (expects "62 of 62 tables match").

	php artisan frontio:copy-old-data [--check] [--fresh] [--force]
	Copies the PHP build's data and files, keeping every ID; checks rows (with a fingerprint of every row) and files; reports "Everything matches."; refuses to copy over existing data without --fresh.

	php artisan test
	Runs the automated tests (on the test database).



14. [bookmark: _Toc112]Installing and moving
SETUP.md in the project describes installing on cPanel (PHP and extensions, files, document root pointing at public, database, .env, permissions, HTTPS, the cron line), moving the data from the PHP build, backups and a restore test, and lists the questions for the host.
14. [bookmark: _Toc113]On the local computer
1. XAMPP: Apache and MySQL. https://frontio.test is the Laravel version; https://trellislearn-old.test is the PHP build, kept for comparison.
1. Databases: frontio (working), frontio_test (tests only), trellislearn_copy (read-only copy of the PHP build's data), trellislearn (the PHP build's own).
1. Test inbox: https://frontio.test/inbox.
1. [bookmark: _Toc114]Testing guidance
15. [bookmark: _Toc115]Test environment and data
1. Use only fake data. The working database holds the fake organization Sunrise Ridge Care Home (/sunriseridge, one site, areas Maple Wing, Cedar Wing, Support Services), its six fake employees (Maria Santos, Daniel Kim, Priya Sharma, Joseph Tremblay, Wei Chen, Fatima Noor), its Super Admin Linda Morrison, and a fake partner user.
1. For separation tests, add a second fake organization with two sites, an Admin at one site, and a partner who manages both organizations (Spec v3 §10 asks for exactly this).
1. Emails and texts land in the test inbox; codes and invitation links show on screen.
1. To start again from the same data: php artisan frontio:copy-old-data --fresh.
15. [bookmark: _Toc116]Identities to test with
	Identity
	Why

	Owner
	Everything, across organizations; owner-only rules.

	Partner – Full Access (two client organizations)
	Partner scope, enabling for clients, unlinking.

	Partner – Reports Only
	Read-only partner.

	Super Admin
	Whole organization; organization-wide tick boxes.

	Admin at one of two sites
	Site limits everywhere (SEP-04), disabling rules, Full access cover.

	Supervisor at one site
	Limited role: no assigning, no job titles, review certificates.

	A custom role with few tick boxes
	Each permission refused when missing.

	Employee with own phone; with email only; on a shared tablet
	The three access methods.

	Archived employee and archived administrator
	Read-only records, links stop, licences.

	Shared tablet (device)
	Tablet flows.

	Not signed in
	Every staff and employee page must redirect or refuse; private files 404.



15. [bookmark: _Toc117]What to cover for every action
1. Allowed: the person with the permission does it; the result shows; the activity log records it where the rules say so.
1. Refused by permission: the same request (sent directly, not just by hiding the button) by someone without the permission gets 403 and a Refused log entry (ROLE-01).
1. Refused by scope: the same request for a record of another organization or another site gets 404 (SEP-02, SEP-04).
1. Validation: each field's rules and the exact messages (section 22).
1. Side effects: notifications, emails, texts, tasks, licence counts, compliance counts.
1. Repeat: doing it twice (double click, refresh, the daily job twice) doesn't duplicate anything.
15. [bookmark: _Toc118]Priorities
	Priority
	Areas

	1 (must never fail)
	Separation (section 4), permissions (5), sign-in and links (6), private files (11), completion and certificates (8.4, 8.7), retention deletion (10).

	2
	Assigning, bundles, versions, external courses and review, compliance counts, licences and archiving, reminders and summaries.

	3
	Reports and downloads, How-to library, policies, safety and huddles, tablets, settings.

	4
	Wording, layout on phones, filters and search.



15. [bookmark: _Toc119]Non-functional checks
1. Phones: every employee page at 375 pixels wide (Spec v3 general rules); pictures beside text become full width under 600 pixels.
1. Browsers: current Chrome, Safari (iPhone), Edge, Firefox.
1. Accessibility: labels on fields, alt text on How-to pictures, keyboard use of pop-ups.
1. Large data: organizations with hundreds of employees and courses (lists over 10 items show search and filters).
1. Email limits: the daily job stops at the reminder limit and continues the next day.
1. Time: due dates, expiry and "today" around midnight and the clock change (America/Vancouver).
15. [bookmark: _Toc120]Automated tests that exist
Run with php artisan test (44 tests, 566 checks, all passing on 2 November 2026). They use their own test database.
	Test file
	What it checks

	StructureTest
	The tables match the PHP build; the check notices a changed column or missing link.

	CopyOldDataTest
	The data copy keeps IDs, links, passwords and files; refuses to overwrite; notices differences; the old data can only be read.

	Separation/OrganizationSeparationTest
	Every organization table lists only its own records; direct lookups, changes, deletes, new and moved records; shared owner records hidden; nothing with no organization.

	Separation/SiteSeparationTest
	Employees and their records limited to the sites in view.

	Separation/NamedPlacesTest
	Every table is protected; the rule is disabled only in the listed places.

	LayoutTest
	CSS and JavaScript unchanged; the three layouts; text escaped.

	CrawlTest
	Every page reachable as the owner, a Super Admin and an employee opens without an error (about 300 pages).

	FlowsTest
	Sign-in with a PHP-build password, lockout, inactivity sign-out, separation through addresses and files, an employee completing a course, the daily job run twice.

	SecurityTest
	Security headers, unknown organizations, How-to cleaning, other sites' videos refused.



15. [bookmark: _Toc121]Side-by-side check with the PHP build
tests/Feature/SideBySideExport.php saves every page the owner, Linda and Maria can open on a copy of the data; tools/compare/compare-builds.py opens the same pages in the PHP build and compares the visible text and every form's address and fields. Result on 2 November 2026: 217 of 217 pages the same. This covers pages, not actions: forms that save were checked only for their fields, not their results.
1. [bookmark: _Toc122]Known limits and open items
	Item
	Detail

	Two-step sign-in
	Security rule 3, not built yet.

	Safety reports and huddles by site
	Not limited by site (an Admin sees the whole organization's).

	Activity log values
	Old and new values are not recorded for every change (licences and retention are).

	Password reset
	No self-service reset; administrators re-invite.

	Backups and restore tests
	Depend on the host; the restore test is a manual process.

	Code structure
	Each area keeps the PHP build's function-per-screen structure, called from Laravel routes, rather than one Laravel controller class per page; every query is a model query. Lockout counts sign-in attempts in a table rather than with Laravel's rate limiter (same limits).

	Actions not yet tested automatically
	Most forms that save (beyond sign-in and course completion) were checked by the side-by-side page comparison and by hand, but have no automated tests yet. Section 16 is the plan for them.

	Not in scope
	A course language picker; fixing the mobile layout of clients' SCORM courses.



1. [bookmark: _Toc123]Reference: page addresses
Every page address reached by following links as the owner, Linda Morrison (Super Admin) and Maria Santos (employee) on the fake data, with numbers shown as {id}. Organization pages start with the organization's web address name, here /sunriseridge. Pages that change something just by opening them are not listed here; they are in section 7. Who: the people in the crawl who could open the page.
	Address (GET)
	Opened by

	/account
	Owner

	/owner
	Owner

	/owner/bundles
	Owner

	/owner/company
	Owner

	/owner/courses
	Owner

	/owner/howto
	Owner

	/owner/howto/new
	Owner

	/owner/howto/{id}
	Owner

	/owner/howto/{id}/view
	Owner

	/owner/industries
	Owner

	/owner/licences
	Owner

	/owner/log
	Owner

	/owner/orgs/new
	Owner

	/owner/orgs/{id}/edit
	Owner

	/owner/partners
	Owner

	/owner/pictures
	Owner

	/owner/reports
	Owner

	/owner/roles
	Owner

	/owner/roles/new
	Owner

	/owner/roles/{id}/delete
	Owner

	/owner/roles/{id}/duplicate
	Owner

	/owner/roles/{id}/save
	Owner

	/owner/templates
	Owner

	/owner/todo
	Owner

	/sunriseridge/account
	Super Admin, Owner

	/sunriseridge/admin
	Super Admin, Owner

	/sunriseridge/admin/assign
	Super Admin, Owner

	/sunriseridge/admin/certificates
	Super Admin, Owner

	/sunriseridge/admin/certview/{id}
	Super Admin, Owner

	/sunriseridge/admin/checklist
	Super Admin, Owner

	/sunriseridge/admin/compliance
	Super Admin, Owner

	/sunriseridge/admin/compliance/records
	Super Admin, Owner

	/sunriseridge/admin/compliance/staff
	Super Admin, Owner

	/sunriseridge/admin/compliance/staff/{id}
	Super Admin, Owner

	/sunriseridge/admin/courses
	Super Admin, Owner

	/sunriseridge/admin/courses/records
	Super Admin, Owner

	/sunriseridge/admin/data
	Super Admin, Owner

	/sunriseridge/admin/devices
	Super Admin, Owner

	/sunriseridge/admin/employees
	Super Admin, Owner

	/sunriseridge/admin/employees/import
	Super Admin, Owner

	/sunriseridge/admin/employees/{id}
	Super Admin, Owner

	/sunriseridge/admin/help
	Super Admin, Owner

	/sunriseridge/admin/howto
	Super Admin, Owner

	/sunriseridge/admin/howto/new
	Super Admin, Owner

	/sunriseridge/admin/howto/{id}
	Owner

	/sunriseridge/admin/howto/{id}/view
	Owner

	/sunriseridge/admin/huddles
	Super Admin, Owner

	/sunriseridge/admin/huddles/{id}
	Super Admin, Owner

	/sunriseridge/admin/huddles/{id}/qr
	Super Admin, Owner

	/sunriseridge/admin/library
	Super Admin, Owner

	/sunriseridge/admin/log
	Super Admin, Owner

	/sunriseridge/admin/messages
	Super Admin, Owner

	/sunriseridge/admin/policies
	Super Admin, Owner

	/sunriseridge/admin/policies/{id}/who
	Super Admin, Owner

	/sunriseridge/admin/poster
	Super Admin, Owner

	/sunriseridge/admin/reports
	Super Admin, Owner

	/sunriseridge/admin/review
	Super Admin, Owner

	/sunriseridge/admin/safety
	Super Admin, Owner

	/sunriseridge/admin/settings
	Super Admin, Owner

	/sunriseridge/admin/sites
	Super Admin, Owner

	/sunriseridge/admin/team
	Super Admin, Owner

	/sunriseridge/admin/todo
	Super Admin

	/sunriseridge/admin/whohas
	Super Admin, Owner

	/sunriseridge/e
	Employee

	/sunriseridge/e/course/{id}
	Employee

	/sunriseridge/e/quiz
	Employee

	/sunriseridge/e/report
	Employee



1. [bookmark: _Toc124]Reference: forms and actions
Every form found on those pages: its method, the address it sends to, and the fields it sends (the security token _token is left out; every POST form has it). Use this list to plan action tests: each POST must check the person's permission on the server, keep to the organization and sites in view, and record the change in the activity log where section 7 says so.
	Method and address
	Fields sent
	Found on

	GET /owner/log
	from, org, partner, to, what, who
	/owner/log

	GET /owner/reports
	archived, csv, o, partner, site
	/owner/reports

	GET /sunriseridge/admin/compliance/records
	pdf
	/sunriseridge/admin/compliance/records

	GET /sunriseridge/admin/courses/records
	c, status
	/sunriseridge/admin/courses/records

	GET /sunriseridge/admin/data/person
	w
	/sunriseridge/admin/data

	GET /sunriseridge/admin/employees
	job, q
	/sunriseridge/admin/employees

	GET /sunriseridge/admin/log
	from, to, what, who
	/sunriseridge/admin/log

	GET /sunriseridge/admin/pack
	area, job, p, who
	/sunriseridge/admin/compliance/records

	GET /sunriseridge/admin/reports
	archived, area, job, p, who
	/sunriseridge/admin/reports

	GET /sunriseridge/admin/whohas
	any, area, i, role
	/sunriseridge/admin/whohas

	POST /account
	act, current, email_info, new, new2
	/account

	POST /logout
	(none)
	/account
/owner
/owner/bundles

	POST /owner/bundles
	courses, id, industry, job_title, name
	/owner/bundles

	POST /owner/company
	company_name, product_name, show_product, stmt_external, stmt_general, stmt_policy, support_email, support_phone
	/owner/company

	POST /owner/courses/copy
	agreed, code, course
	/owner/courses

	POST /owner/courses/new
	all_ind, ask_again, code, course_type, description, due, due_custom, ext_notes, ind, link_url, minutes, orgs, paid, proof, provider, renew, renew_custom, statement_text, statement_type, tags, title, zip
	/owner/courses

	POST /owner/courses/{id}/delete
	(none)
	/owner/courses

	POST /owner/courses/{id}/edit
	all_ind, ask_again, code, description, due, due_custom, ind, minutes, paid, renew, renew_custom, statement_text, statement_type, tags, title
	/owner/courses

	POST /owner/courses/{id}/version
	notes, zip
	/owner/courses

	POST /owner/howto/new
	act, all_ind, heading, ind, tags
	/owner/howto/new

	POST /owner/howto/{id}
	act, all_ind, content, heading, ind, tags
	/owner/howto/{id}

	POST /owner/howto/{id}/copy
	(none)
	/owner/howto

	POST /owner/industries/add
	name
	/owner/industries

	POST /owner/industries/{id}/delete
	(none)
	/owner/industries

	POST /owner/industries/{id}/rename
	name
	/owner/industries

	POST /owner/industries/{id}/toggle
	(none)
	/owner/industries

	POST /owner/orgs/new
	admin_email, admin_name, admin_title, auto_assign_change, auto_assign_new, color1, color2, course_code, courses, employee_licences, header_picture, industry, login_photo, logo_data, manager_licences, max_devices, name, plan, require_device_code, require_original_seen, retention_years, short_name, sites, subdomain
	/owner/orgs/new

	POST /owner/orgs/{id}/delete
	confirm
	/owner/orgs/{id}/edit

	POST /owner/orgs/{id}/edit
	auto_assign_change, auto_assign_new, color1, color2, course_code, courses, employee_licences, header_picture, industry, login_photo, logo_data, manager_licences, max_devices, name, plan, require_device_code, require_original_seen, retention_years, short_name, subdomain
	/owner/orgs/{id}/edit

	POST /owner/orgs/{id}/pause
	(none)
	/owner

	POST /owner/partners/new
	contact, email, name, orgs, role, terms
	/owner/partners

	POST /owner/partners/{id}
	orgs, role
	/owner/partners

	POST /owner/partners/{id}/resend
	(none)
	/owner/partners

	POST /owner/pictures
	d_252c91f0f8222384918e886083cfcf66, d_2a0d30cb1153031c3dfc239c6e0407ea, d_2c520c0cea1898e46ed5e1ef635987db, d_c4d94739392a7aa520d4105284c2c477, d_c60dce36fa82753b348a3ff8f943222f, d_d32762ce792a8f861ef7a9d5f2df99e2, d_e96316f89a43e96d919f80b3cdcb7b03, defaults, industry, name, pic
	/owner/pictures

	POST /owner/roles/new
	all_ind, ind, level, name, perms, site_access, type
	/owner/roles/new

	POST /owner/roles/{id}/delete
	replace
	/owner/roles
/owner/roles/{id}/delete

	POST /owner/roles/{id}/duplicate
	all_ind, ind, level, name, perms, site_access, type
	/owner/roles/{id}/duplicate

	POST /owner/roles/{id}/save
	all_ind, ind, level, name, perms, site_access, type
	/owner/roles/{id}/save

	POST /owner/roles/{id}/toggle
	(none)
	/owner/roles
/owner/roles/{id}/delete

	POST /owner/templates
	del, details, frequency, level, section, title
	/owner/templates

	POST /owner/todo
	act, due_on, notes, title
	/owner/todo

	POST /sunriseridge/account
	act, current, email_info, new, new2, summary_day, summary_freq
	/sunriseridge/account

	POST /sunriseridge/admin/assign
	area, back, course, due, job, picks, remember, send, who
	/sunriseridge/admin/assign
/sunriseridge/admin/courses

	POST /sunriseridge/admin/bundles/new
	assign_now, courses, job_title, name
	/sunriseridge/admin/assign

	POST /sunriseridge/admin/certificates/add
	employee, expires, issuer, photo, seen, type
	/sunriseridge/admin/certificates

	POST /sunriseridge/admin/certificates/types
	name, role
	/sunriseridge/admin/certificates

	POST /sunriseridge/admin/certificates/{id}/approve
	seen
	/sunriseridge/admin/certificates

	POST /sunriseridge/admin/certificates/{id}/reject
	reason
	/sunriseridge/admin/certificates

	POST /sunriseridge/admin/certificates/{id}/remind
	kind
	/sunriseridge/admin/certificates

	POST /sunriseridge/admin/certificates/{id}/seen
	confirm
	/sunriseridge/admin/certificates

	POST /sunriseridge/admin/checklist/add
	details, frequency, level, owner, section, site, title
	/sunriseridge/admin/checklist

	POST /sunriseridge/admin/checklist/tpl/{id}
	site
	/sunriseridge/admin/checklist

	POST /sunriseridge/admin/checklist/{id}/hide
	(none)
	/sunriseridge/admin/checklist

	POST /sunriseridge/admin/checklist/{id}/save
	done_on, note, owner, proof, undo
	/sunriseridge/admin/checklist

	POST /sunriseridge/admin/data/close
	(none)
	/sunriseridge/admin/data

	POST /sunriseridge/admin/devices/new
	area, name
	/sunriseridge/admin/devices

	POST /sunriseridge/admin/devices/settings
	group, idle
	/sunriseridge/admin/devices

	POST /sunriseridge/admin/employees/import
	file
	/sunriseridge/admin/employees/import

	POST /sunriseridge/admin/employees/jobtitle
	job_title
	/sunriseridge/admin/employees

	POST /sunriseridge/admin/employees/new
	access, area, email, job_title, name, phone, send_now
	/sunriseridge/admin/employees

	POST /sunriseridge/admin/employees/{id}/leave
	left_on
	/sunriseridge/admin/employees/{id}

	POST /sunriseridge/admin/employees/{id}/newlink
	(none)
	/sunriseridge/admin/employees/{id}

	POST /sunriseridge/admin/employees/{id}/resend
	(none)
	/sunriseridge/admin/employees/{id}

	POST /sunriseridge/admin/employees/{id}/save
	access, area, email, job_title, name, phone
	/sunriseridge/admin/employees/{id}

	POST /sunriseridge/admin/employees/{id}/send
	back
	/sunriseridge/admin

	POST /sunriseridge/admin/employees/{id}/unassign
	asg
	/sunriseridge/admin/employees/{id}

	POST /sunriseridge/admin/employees/{id}/viewas
	asg, reason
	/sunriseridge/admin/employees/{id}

	POST /sunriseridge/admin/help/contact
	message, subject
	/sunriseridge/admin/help

	POST /sunriseridge/admin/howto/new
	act, heading, tags
	/sunriseridge/admin/howto/new

	POST /sunriseridge/admin/howto/{id}
	act, content, heading, tags
	/sunriseridge/admin/howto/{id}

	POST /sunriseridge/admin/howto/{id}/copy
	(none)
	/sunriseridge/admin/howto

	POST /sunriseridge/admin/huddles/new
	att, held_on, notes, topic, video_link
	/sunriseridge/admin/huddles

	POST /sunriseridge/admin/huddles/{id}
	att, held_on, notes, topic, video_link
	/sunriseridge/admin/huddles/{id}

	POST /sunriseridge/admin/jobtitles/add
	name
	/sunriseridge/admin/settings

	POST /sunriseridge/admin/jobtitles/delete/{id}
	(none)
	/sunriseridge/admin/settings

	POST /sunriseridge/admin/jobtitles/rename/{id}
	name
	/sunriseridge/admin/settings

	POST /sunriseridge/admin/jobtitles/toggle/{id}
	(none)
	/sunriseridge/admin/settings

	POST /sunriseridge/admin/owncourse/edit
	ask_again, code, course, description, due, due_custom, minutes, notes, renew, renew_custom, statement_text, statement_type, tags, title, zip
	/sunriseridge/admin/courses

	POST /sunriseridge/admin/owncourse/new
	code, course_type, description, due, due_custom, ext_notes, link_url, minutes, proof, provider, renew, renew_custom, statement_type, tags, title, zip
	/sunriseridge/admin/courses

	POST /sunriseridge/admin/owncourse/remove
	confirm_name, course, mode
	/sunriseridge/admin/courses

	POST /sunriseridge/admin/policies/new
	file, list, points, read_by, send, target, title
	/sunriseridge/admin/policies

	POST /sunriseridge/admin/policies/{id}/remind
	(none)
	/sunriseridge/admin/policies

	POST /sunriseridge/admin/policies/{id}/remove
	downloaded, mode
	/sunriseridge/admin/policies

	POST /sunriseridge/admin/policies/{id}/version
	file, points, send
	/sunriseridge/admin/policies

	POST /sunriseridge/admin/poster
	(none)
	/sunriseridge/admin/poster

	POST /sunriseridge/admin/quiz
	on
	/sunriseridge/admin/courses

	POST /sunriseridge/admin/review/{id}/approve
	seen
	/sunriseridge/admin/review

	POST /sunriseridge/admin/review/{id}/reject
	reason
	/sunriseridge/admin/review

	POST /sunriseridge/admin/safety/add
	by, description, fix_by, follow_up, location, photo, type
	/sunriseridge/admin/safety

	POST /sunriseridge/admin/safety/{id}
	action_taken, fix_by, follow_up, status
	/sunriseridge/admin/safety

	POST /sunriseridge/admin/settings
	auto_assign_change, auto_assign_new, due_days, idle, message, remove_signature, require_device_code, require_original_seen, signature, signer, signer_title, summary_day, summary_freq
	/sunriseridge/admin/settings

	POST /sunriseridge/admin/sites/add
	areas, name
	/sunriseridge/admin/sites

	POST /sunriseridge/admin/sites/save/{id}
	areas, name
	/sunriseridge/admin/sites

	POST /sunriseridge/admin/team/invite
	email, name, role, sites, title
	/sunriseridge/admin/team

	POST /sunriseridge/admin/team/remove/{id}
	(none)
	/sunriseridge/admin/team

	POST /sunriseridge/admin/team/restore/{id}
	(none)
	/sunriseridge/admin/team

	POST /sunriseridge/admin/team/role/{id}
	role, sites
	/sunriseridge/admin/team

	POST /sunriseridge/admin/todo
	act, due_on, notes, title
	/sunriseridge/admin/todo

	POST /sunriseridge/e/logout
	(none)
	/sunriseridge/e

	POST /sunriseridge/e/quiz
	q0, q1, q2
	/sunriseridge/e/quiz

	POST /sunriseridge/e/report
	anon, description, location, photo, photo2, type
	/sunriseridge/e/report

	POST /sunriseridge/logout
	(none)
	/sunriseridge/account
/sunriseridge/admin
/sunriseridge/admin/assign



Addresses that answer scripts, not forms: POST /{org}/e/progress (the course player saves progress as JSON: aid, location, suspend, status, score), POST /{org}/admin/howto/{id}/upload and the owner and partner equivalents (the How-to editor uploads a picture and gets JSON back), GET /{org}/e/manifest.json (the phone home-screen app manifest).
1. [bookmark: _Toc125]Reference: database tables
All 66 tables of the Laravel version: the 62 tables of the PHP build, with the same names and columns, and Laravel's own migrations, sessions, cache and cache_locks. "Key" shows PRI (primary key), UNI (unique), MUL (indexed). Links are foreign keys: deleting the parent row deletes linked rows only where it says "cascade".
19. [bookmark: _Toc126]acknowledgements
Each confirmed acknowledgement statement: employee, course, version, exact text, time.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	employee_id
	int(10) unsigned
	No
	
	MUL

	assignment_id
	int(10) unsigned
	Yes
	NULL
	MUL

	course_id
	int(10) unsigned
	No
	
	

	course_title
	varchar(160)
	No
	
	

	version
	smallint(5) unsigned
	No
	
	

	statement
	text
	No
	
	

	confirmed_at
	datetime
	No
	
	



Links: employee_id → employees.id (cascade).
19. [bookmark: _Toc127]archive_records
Completion records kept when an organization removes a course with records, as JSON rows (Reports, archive download).
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	kind
	enum('Course','Policy')
	No
	
	

	title
	varchar(200)
	No
	
	

	removed_at
	datetime
	No
	
	

	rows_json
	mediumtext
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc128]assignments
A course assigned to an employee: due date, start, completion, version, score, reminders, closing reason.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	employee_id
	int(10) unsigned
	No
	
	MUL

	course_id
	int(10) unsigned
	No
	
	MUL

	due_date
	date
	No
	
	

	assigned_at
	datetime
	No
	
	

	started_at
	datetime
	Yes
	NULL
	

	start_version
	smallint(5) unsigned
	Yes
	NULL
	

	must_restart
	tinyint(1)
	No
	0
	

	course_finished_at
	datetime
	Yes
	NULL
	

	completed_at
	datetime
	Yes
	NULL
	

	completed_version
	smallint(5) unsigned
	Yes
	NULL
	

	reconfirm_version
	smallint(5) unsigned
	Yes
	NULL
	

	score
	tinyint(3) unsigned
	Yes
	NULL
	

	self_confirmed
	tinyint(1)
	No
	0
	

	completed_via
	varchar(80)
	Yes
	NULL
	

	replaced_by
	int(10) unsigned
	Yes
	NULL
	

	closed_reason
	enum('unavailable','archived')
	Yes
	NULL
	

	last_reminder_at
	datetime
	Yes
	NULL
	



Links: course_id → courses.id (cascade); employee_id → employees.id (cascade).
19. [bookmark: _Toc129]audit_log
The activity log: who did what, when, where (organization, site), whether it was only a visit.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	bigint(20) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	Yes
	NULL
	MUL

	site_id
	int(10) unsigned
	Yes
	NULL
	

	actor
	varchar(160)
	No
	
	

	actor_role
	varchar(10)
	No
	system
	

	action
	varchar(255)
	No
	
	

	visit
	tinyint(1)
	No
	0
	

	ip
	varchar(45)
	No
	
	

	created_at
	datetime
	No
	
	



19. [bookmark: _Toc130]bundles
Course bundles: a named group of courses for a job title (organization, partner or owner bundle).
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	name
	varchar(120)
	No
	
	

	job_title
	varchar(80)
	No
	
	

	org_id
	int(10) unsigned
	Yes
	NULL
	MUL

	partner_id
	int(10) unsigned
	Yes
	NULL
	MUL

	industry_id
	int(10) unsigned
	Yes
	NULL
	

	created_by
	int(10) unsigned
	Yes
	NULL
	

	created_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc131]bundle_courses
The courses in a course bundle.
	Column
	Type
	Empty allowed
	Default
	Key

	bundle_id
	int(10) unsigned
	No
	
	PRI

	course_id
	int(10) unsigned
	No
	
	PRI



Links: bundle_id → bundles.id (cascade); course_id → courses.id (cascade).
19. [bookmark: _Toc132]bundle_on
Which organizations enabled an owner or partner bundle.
	Column
	Type
	Empty allowed
	Default
	Key

	bundle_id
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	PRI

	created_at
	datetime
	No
	
	



Links: bundle_id → bundles.id (cascade); org_id → organizations.id (cascade).
19. [bookmark: _Toc133]bundle_sites
The sites an organization bundle applies to (none = whole organization).
	Column
	Type
	Empty allowed
	Default
	Key

	bundle_id
	int(10) unsigned
	No
	
	PRI

	site_id
	int(10) unsigned
	No
	
	PRI



Links: bundle_id → bundles.id (cascade); site_id → sites.id (cascade).
19. [bookmark: _Toc134]cache
Laravel cache (also the daily job lock).
	Column
	Type
	Empty allowed
	Default
	Key

	key
	varchar(255)
	No
	
	PRI

	value
	mediumtext
	No
	
	

	expiration
	bigint(20)
	No
	
	MUL



19. [bookmark: _Toc135]cache_locks
Laravel cache locks (the daily job never runs twice at once).
	Column
	Type
	Empty allowed
	Default
	Key

	key
	varchar(255)
	No
	
	PRI

	owner
	varchar(255)
	No
	
	

	expiration
	bigint(20)
	No
	
	MUL



19. [bookmark: _Toc136]certificates
Certificates issued for completed assignments: number, issue date, valid until.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	assignment_id
	int(10) unsigned
	No
	
	UNI

	cert_number
	varchar(40)
	No
	
	

	issued_at
	datetime
	No
	
	

	valid_until
	date
	Yes
	NULL
	



Links: assignment_id → assignments.id (cascade).
19. [bookmark: _Toc137]cert_settings
Per organization: certificate signer, title, message, signature image, next certificate number.
	Column
	Type
	Empty allowed
	Default
	Key

	org_id
	int(10) unsigned
	No
	
	PRI

	signer
	varchar(120)
	No
	
	

	signer_title
	varchar(120)
	No
	
	

	message
	varchar(255)
	No
	This certifies that required training has been completed in full.
	

	signature_file
	varchar(190)
	Yes
	NULL
	

	next_number
	int(10) unsigned
	No
	100
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc138]checklist_checks
Ticks on employee checklist items: checked by whom and on which date (no documents).
	Column
	Type
	Empty allowed
	Default
	Key

	item_id
	int(10) unsigned
	No
	
	PRI

	employee_id
	int(10) unsigned
	No
	
	PRI

	checked_by
	varchar(160)
	No
	
	

	checked_on
	date
	No
	
	



Links: employee_id → employees.id (cascade); item_id → checklist_items.id (cascade).
19. [bookmark: _Toc139]checklist_items
Compliance checklist items of an organization: level, site, frequency, owner, proof, reminders.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	level
	enum('org','employee')
	No
	org
	

	site_id
	int(10) unsigned
	Yes
	NULL
	

	template_id
	int(10) unsigned
	Yes
	NULL
	

	created_by
	int(10) unsigned
	Yes
	NULL
	

	section
	varchar(120)
	No
	
	

	title
	varchar(200)
	No
	
	

	details
	varchar(255)
	No
	
	

	auto_type
	enum('course','ext','policy')
	Yes
	NULL
	

	auto_ref
	int(10) unsigned
	Yes
	NULL
	

	frequency
	enum('once','monthly','quarterly','yearly')
	No
	yearly
	

	owner_user_id
	int(10) unsigned
	Yes
	NULL
	

	owner_employee_id
	int(10) unsigned
	Yes
	NULL
	

	done_on
	date
	Yes
	NULL
	

	note
	varchar(255)
	No
	
	

	proof_file
	varchar(190)
	Yes
	NULL
	

	hidden
	tinyint(1)
	No
	0
	

	last_reminder_at
	datetime
	Yes
	NULL
	

	soon_reminder_sent
	tinyint(1)
	No
	0
	

	sort_order
	smallint(6)
	No
	0
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc140]checklist_templates
The owner's starting checklist items, by industry, that organizations can enable.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	industry
	varchar(60)
	No
	
	

	level
	enum('org','employee')
	No
	org
	

	section
	varchar(120)
	No
	
	

	title
	varchar(200)
	No
	
	

	details
	varchar(255)
	No
	
	

	frequency
	enum('once','monthly','quarterly','yearly')
	No
	yearly
	

	sort_order
	smallint(6)
	No
	0
	



19. [bookmark: _Toc141]courses
Courses: owner library, partner, or organization courses; Frontio/SCORM or external link; settings.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	Yes
	NULL
	MUL

	partner_id
	int(10) unsigned
	Yes
	NULL
	MUL

	created_by
	int(10) unsigned
	Yes
	NULL
	

	code
	varchar(12)
	No
	
	

	title
	varchar(160)
	No
	
	

	description
	text
	Yes
	NULL
	

	tags
	varchar(255)
	No
	
	

	statement_type
	enum('general','policy','external')
	No
	general
	

	statement_text
	text
	Yes
	NULL
	

	ask_again
	tinyint(1)
	No
	0
	

	minutes
	smallint(5) unsigned
	No
	30
	

	retrain_months
	tinyint(3) unsigned
	No
	12
	

	default_due_days
	smallint(5) unsigned
	Yes
	NULL
	

	kind
	enum('own','scorm','external')
	No
	own
	

	link_url
	varchar(500)
	Yes
	NULL
	

	provider
	varchar(120)
	Yes
	NULL
	

	ext_notes
	varchar(255)
	Yes
	NULL
	

	proof
	enum('certificate','attendance')
	Yes
	NULL
	

	link_status
	enum('ok','broken','unknown')
	Yes
	NULL
	

	link_checked_at
	datetime
	Yes
	NULL
	

	paid
	tinyint(1)
	No
	0
	

	current_version
	smallint(5) unsigned
	No
	1
	

	cover_file
	varchar(190)
	Yes
	NULL
	

	archived
	tinyint(1)
	No
	0
	

	created_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc142]course_industries
Which industries see an owner course (none = all industries).
	Column
	Type
	Empty allowed
	Default
	Key

	course_id
	int(10) unsigned
	No
	
	PRI

	industry_id
	int(10) unsigned
	No
	
	PRI



Links: course_id → courses.id (cascade); industry_id → industries.id (cascade).
19. [bookmark: _Toc143]course_orgs
Which client organizations a partner course is published to.
	Column
	Type
	Empty allowed
	Default
	Key

	course_id
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	PRI



Links: course_id → courses.id (cascade); org_id → organizations.id (cascade).
19. [bookmark: _Toc144]course_sites
For a course made by an Admin: the sites it was made for (until promoted).
	Column
	Type
	Empty allowed
	Default
	Key

	course_id
	int(10) unsigned
	No
	
	PRI

	site_id
	int(10) unsigned
	No
	
	PRI



Links: course_id → courses.id (cascade); site_id → sites.id (cascade).
19. [bookmark: _Toc145]course_versions
Each uploaded version of a course: folder, launch file, size, notes.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	course_id
	int(10) unsigned
	No
	
	MUL

	version
	smallint(5) unsigned
	No
	
	

	folder
	varchar(190)
	No
	
	

	launch_file
	varchar(190)
	No
	index.html
	

	size_bytes
	bigint(20) unsigned
	No
	0
	

	change_type
	enum('new','minor','finish','move')
	No
	new
	

	retake
	tinyint(1)
	No
	0
	

	notes
	varchar(255)
	No
	
	

	created_at
	datetime
	No
	
	



Links: course_id → courses.id (cascade).
19. [bookmark: _Toc146]devices
Shared tablets of an organization: name, site, area, sign-in, session version.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	site_id
	int(10) unsigned
	Yes
	NULL
	

	name
	varchar(120)
	No
	
	

	area
	varchar(80)
	No
	
	

	username
	varchar(190)
	No
	
	UNI

	password_hash
	varchar(255)
	No
	
	

	session_version
	int(10) unsigned
	No
	1
	

	last_used
	datetime
	Yes
	NULL
	

	created_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc147]dev_inbox
Test inbox on a local computer: every email and text "sent" is kept here instead.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	channel
	enum('email','text')
	No
	
	

	to_name
	varchar(120)
	No
	
	

	to_address
	varchar(190)
	No
	
	

	subject
	varchar(200)
	No
	
	

	body
	text
	No
	
	

	created_at
	datetime
	No
	
	



19. [bookmark: _Toc148]employees
Employees: site, job title, area, contact, access method, PIN, personal link token, archive state.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	site_id
	int(10) unsigned
	No
	
	MUL

	name
	varchar(120)
	No
	
	

	job_title
	varchar(80)
	No
	
	

	area
	varchar(80)
	No
	
	

	phone
	varchar(40)
	No
	
	

	email
	varchar(190)
	No
	
	

	access
	enum('phone','email','shared')
	No
	phone
	

	staff_no
	varchar(12)
	No
	
	

	pin_hash
	varchar(255)
	Yes
	NULL
	

	pin_temp
	tinyint(1)
	No
	0
	

	pin_fails
	tinyint(3) unsigned
	No
	0
	

	pin_locked
	tinyint(1)
	No
	0
	

	link_token
	char(24)
	No
	
	UNI

	link_sent_at
	datetime
	Yes
	NULL
	

	link_last_used
	datetime
	Yes
	NULL
	

	left_on
	date
	Yes
	NULL
	

	archived_at
	datetime
	Yes
	NULL
	

	delete_warned
	tinyint(1)
	No
	0
	

	created_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade); site_id → sites.id.
19. [bookmark: _Toc149]employee_devices
Remembered phones: a hashed token per confirmed phone.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	

	employee_id
	int(10) unsigned
	No
	
	MUL

	token_hash
	char(64)
	No
	
	UNI

	confirmed_at
	datetime
	No
	
	

	last_seen
	datetime
	No
	
	

	installed
	tinyint(1)
	No
	0
	



Links: employee_id → employees.id (cascade).
19. [bookmark: _Toc150]ext_certs
Certificate photos and attendance claims: other certificates and external course proofs, with review state.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	employee_id
	int(10) unsigned
	No
	
	MUL

	type_id
	int(10) unsigned
	Yes
	NULL
	MUL

	assignment_id
	int(10) unsigned
	Yes
	NULL
	MUL

	course_id
	int(10) unsigned
	Yes
	NULL
	

	kind
	enum('upload','attendance')
	No
	upload
	

	issuer
	varchar(160)
	No
	
	

	expires_on
	date
	Yes
	NULL
	

	photo_file
	varchar(190)
	Yes
	NULL
	

	status
	enum('draft','pending','approved','rejected')
	No
	pending
	

	reject_reason
	varchar(255)
	Yes
	NULL
	

	seen_by
	int(10) unsigned
	Yes
	NULL
	

	seen_at
	datetime
	Yes
	NULL
	

	reviewed_by
	int(10) unsigned
	Yes
	NULL
	

	reviewed_at
	datetime
	Yes
	NULL
	

	created_at
	datetime
	No
	
	

	expiry_reminded
	tinyint(3) unsigned
	No
	0
	



Links: employee_id → employees.id (cascade); type_id → ext_cert_types.id (cascade).
19. [bookmark: _Toc151]ext_cert_types
An organization's other certificate types (for example First Aid), and which job titles need them.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	name
	varchar(120)
	No
	
	

	roles_json
	text
	Yes
	NULL
	

	hint
	varchar(160)
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc152]header_pictures
Header pictures uploaded by the owner, stored as images that take each organization's colours.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	name
	varchar(120)
	No
	
	

	industry
	varchar(60)
	No
	
	

	data_uri
	mediumtext
	No
	
	

	created_at
	datetime
	No
	
	



19. [bookmark: _Toc153]howto_images
Pictures uploaded into How-to pages (private files).
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	page_id
	int(10) unsigned
	No
	
	MUL

	file
	varchar(190)
	No
	
	

	created_at
	datetime
	No
	
	



Links: page_id → howto_pages.id (cascade).
19. [bookmark: _Toc154]howto_industries
Which industries see an owner How-to page.
	Column
	Type
	Empty allowed
	Default
	Key

	page_id
	int(10) unsigned
	No
	
	PRI

	industry_id
	int(10) unsigned
	No
	
	PRI



Links: industry_id → industries.id (cascade); page_id → howto_pages.id (cascade).
19. [bookmark: _Toc155]howto_on
Where a How-to page is enabled in an organization (whole organization or a site), and at what level.
	Column
	Type
	Empty allowed
	Default
	Key

	org_id
	int(10) unsigned
	No
	
	PRI

	page_id
	int(10) unsigned
	No
	
	PRI

	site_id
	int(10) unsigned
	No
	0
	PRI

	level
	enum('partner','org','site')
	No
	org
	

	created_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade); page_id → howto_pages.id (cascade).
19. [bookmark: _Toc156]howto_orgs
Which client organizations a partner How-to page is published to.
	Column
	Type
	Empty allowed
	Default
	Key

	page_id
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	PRI



Links: org_id → organizations.id (cascade); page_id → howto_pages.id (cascade).
19. [bookmark: _Toc157]howto_pages
How-to pages: heading, rich text content, tags, status, author, review date, copy origin.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	Yes
	NULL
	MUL

	partner_id
	int(10) unsigned
	Yes
	NULL
	MUL

	created_by
	int(10) unsigned
	Yes
	NULL
	

	author
	varchar(160)
	No
	
	

	heading
	varchar(200)
	No
	
	

	tags
	varchar(255)
	No
	
	

	content
	mediumtext
	Yes
	NULL
	

	status
	enum('draft','published')
	No
	draft
	

	copied_from
	int(10) unsigned
	Yes
	NULL
	MUL

	reviewed_at
	date
	Yes
	NULL
	

	created_at
	datetime
	No
	
	

	updated_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc158]howto_sites
For a page made by an Admin: the sites it was made for (until promoted).
	Column
	Type
	Empty allowed
	Default
	Key

	page_id
	int(10) unsigned
	No
	
	PRI

	site_id
	int(10) unsigned
	No
	
	PRI



Links: page_id → howto_pages.id (cascade); site_id → sites.id (cascade).
19. [bookmark: _Toc159]huddles
Safety huddles held: topic, date, leader, notes, video link, QR token.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	topic
	varchar(200)
	No
	
	

	held_on
	date
	No
	
	

	led_by
	varchar(120)
	No
	
	

	notes
	text
	Yes
	NULL
	

	video_link
	varchar(255)
	Yes
	NULL
	

	qr_token
	char(16)
	No
	
	MUL

	created_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc160]huddle_attendance
Who attended a safety huddle, and how (admin, self by QR, remote).
	Column
	Type
	Empty allowed
	Default
	Key

	huddle_id
	int(10) unsigned
	No
	
	PRI

	employee_id
	int(10) unsigned
	No
	
	PRI

	method
	enum('admin','self','remote')
	No
	admin
	

	signed_at
	datetime
	No
	
	



Links: employee_id → employees.id (cascade); huddle_id → huddles.id (cascade).
19. [bookmark: _Toc161]huddle_topics
Ready-made huddle topics: the owner's, a partner's or an organization's own.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	Yes
	NULL
	MUL

	title
	varchar(200)
	No
	
	

	points
	text
	Yes
	NULL
	

	from_name
	varchar(160)
	Yes
	NULL
	

	created_at
	datetime
	No
	
	



19. [bookmark: _Toc162]industries
Industries (for example Residential Care Home), managed by the owner.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	name
	varchar(80)
	No
	
	UNI

	active
	tinyint(1)
	No
	1
	

	sort_order
	smallint(6)
	No
	0
	



19. [bookmark: _Toc163]job_runs
Each run of the scheduled jobs (daily job, monthly link check), with success and notes.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	job
	varchar(40)
	No
	
	MUL

	started_at
	datetime
	No
	
	

	finished_at
	datetime
	Yes
	NULL
	

	ok
	tinyint(1)
	No
	0
	

	notes
	text
	Yes
	NULL
	



19. [bookmark: _Toc164]job_titles
An organization's job titles (for example Care Aide).
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	name
	varchar(80)
	No
	
	

	active
	tinyint(1)
	No
	1
	

	created_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc165]join_requests
People who scanned the staff room poster and asked to join, waiting for approval.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	name
	varchar(120)
	No
	
	

	phone
	varchar(40)
	No
	
	

	status
	enum('waiting','approved','declined')
	No
	waiting
	

	created_at
	datetime
	No
	
	

	email
	varchar(190)
	No
	
	

	verified
	tinyint(1)
	No
	0
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc166]login_attempts
Every staff and device sign-in attempt (for the lockout and the record).
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	bigint(20) unsigned
	No
	
	PRI

	username
	varchar(190)
	No
	
	MUL

	ip
	varchar(45)
	No
	
	MUL

	success
	tinyint(1)
	No
	
	

	created_at
	datetime
	No
	
	



19. [bookmark: _Toc167]message_log
Every email and text sent to a person, with its status (the Messages page).
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	bigint(20) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	Yes
	NULL
	MUL

	employee_id
	int(10) unsigned
	Yes
	NULL
	

	to_name
	varchar(120)
	No
	
	

	to_address
	varchar(190)
	No
	
	

	channel
	enum('email','text')
	No
	
	

	subject
	varchar(200)
	No
	
	

	status
	varchar(80)
	No
	Sent
	

	created_at
	datetime
	No
	
	



19. [bookmark: _Toc168]migrations
Laravel's list of database updates that have run.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	migration
	varchar(255)
	No
	
	

	batch
	int(11)
	No
	
	



19. [bookmark: _Toc169]notifications
Bell notifications for staff, with whether they were emailed and read.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	user_id
	int(10) unsigned
	No
	
	MUL

	org_id
	int(10) unsigned
	Yes
	NULL
	

	kind
	varchar(30)
	No
	
	

	title
	varchar(255)
	No
	
	

	link
	varchar(255)
	No
	
	

	dedup_key
	varchar(120)
	Yes
	NULL
	

	emailed
	tinyint(1)
	No
	0
	

	created_at
	datetime
	No
	
	

	read_at
	datetime
	Yes
	NULL
	



Links: user_id → users.id (cascade).
19. [bookmark: _Toc170]organizations
Organizations (tenants) and all their settings.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	name
	varchar(160)
	No
	
	

	short_name
	varchar(20)
	No
	
	

	subdomain
	varchar(30)
	No
	
	UNI

	industry
	varchar(60)
	No
	Residential Care Home
	

	cert_prefix
	varchar(6)
	No
	TR
	

	color1
	char(7)
	No
	#0475AC
	

	color2
	char(7)
	No
	#0E9DBD
	

	logo_file
	varchar(190)
	Yes
	NULL
	

	login_photo_file
	varchar(190)
	Yes
	NULL
	

	header_picture
	varchar(40)
	No
	auto
	

	plan
	varchar(20)
	No
	Free trial
	

	trial_ends
	date
	Yes
	NULL
	

	max_devices
	tinyint(3) unsigned
	No
	3
	

	employee_licences
	smallint(5) unsigned
	Yes
	NULL
	

	manager_licences
	smallint(5) unsigned
	Yes
	NULL
	

	require_original_seen
	tinyint(1)
	No
	1
	

	require_device_code
	tinyint(1)
	No
	1
	

	link_expiry_days
	smallint(5) unsigned
	No
	90
	

	admin_idle_minutes
	smallint(5) unsigned
	No
	120
	

	device_idle_minutes
	tinyint(3) unsigned
	No
	3
	

	allow_group_sessions
	tinyint(1)
	No
	0
	

	retention_years
	tinyint(3) unsigned
	No
	3
	

	default_due_days
	smallint(5) unsigned
	No
	30
	

	auto_assign_new
	tinyint(1)
	No
	1
	

	auto_assign_change
	tinyint(1)
	No
	1
	

	monthly_quick_check
	tinyint(1)
	No
	1
	

	active
	tinyint(1)
	No
	1
	

	close_requested_at
	datetime
	Yes
	NULL
	

	created_at
	datetime
	No
	
	

	join_code
	char(10)
	Yes
	NULL
	

	summary_freq
	enum('daily','weekly','biweekly','monthly','off')
	No
	weekly
	

	summary_day
	tinyint(3) unsigned
	No
	1
	



19. [bookmark: _Toc171]organization_courses
Courses enabled for an organization, with its own code, due days, repeat period, statement, archive state.
	Column
	Type
	Empty allowed
	Default
	Key

	org_id
	int(10) unsigned
	No
	
	PRI

	course_id
	int(10) unsigned
	No
	
	PRI

	code
	varchar(12)
	Yes
	NULL
	

	due_days
	smallint(5) unsigned
	Yes
	NULL
	

	renew_months
	tinyint(3) unsigned
	Yes
	NULL
	

	statement_text
	text
	Yes
	NULL
	

	ask_again
	tinyint(1)
	Yes
	NULL
	

	whole_org
	tinyint(1)
	No
	1
	

	switched_level
	enum('owner','partner','org','site')
	No
	org
	

	archived_at
	datetime
	Yes
	NULL
	



Links: course_id → courses.id (cascade); org_id → organizations.id (cascade).
19. [bookmark: _Toc172]org_plan
The paid owner courses in each organization's plan.
	Column
	Type
	Empty allowed
	Default
	Key

	org_id
	int(10) unsigned
	No
	
	PRI

	course_id
	int(10) unsigned
	No
	
	PRI

	added_at
	datetime
	No
	
	



Links: course_id → courses.id (cascade); org_id → organizations.id (cascade).
19. [bookmark: _Toc173]partners
Partner companies (safety consultants).
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	name
	varchar(160)
	No
	
	

	contact
	varchar(120)
	No
	
	

	email
	varchar(190)
	No
	
	

	phone
	varchar(40)
	No
	
	

	terms
	varchar(80)
	No
	Referral fee
	

	created_at
	datetime
	No
	
	



19. [bookmark: _Toc174]partner_orgs
Which organizations each partner manages.
	Column
	Type
	Empty allowed
	Default
	Key

	partner_id
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	PRI



Links: org_id → organizations.id (cascade); partner_id → partners.id (cascade).
19. [bookmark: _Toc175]people_history
Changes to a person's details (for example job title), old and new value.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	Yes
	NULL
	

	subject
	enum('employee','user')
	No
	
	MUL

	subject_id
	int(10) unsigned
	No
	
	

	kind
	varchar(20)
	No
	
	

	old_value
	varchar(120)
	No
	
	

	new_value
	varchar(120)
	No
	
	

	changed_by
	varchar(160)
	No
	
	

	changed_at
	datetime
	No
	
	



19. [bookmark: _Toc176]policies
Policies: title, version, key points, document, who it is for, read-by date.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	title
	varchar(160)
	No
	
	

	version
	smallint(5) unsigned
	No
	1
	

	points_json
	text
	No
	
	

	file
	varchar(190)
	Yes
	NULL
	

	target
	enum('all','role','area')
	No
	all
	

	target_json
	text
	Yes
	NULL
	

	read_by
	date
	Yes
	NULL
	

	published_by
	varchar(160)
	Yes
	NULL
	

	updated_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc177]policy_acks
Who read and confirmed which version of a policy, and when.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	policy_id
	int(10) unsigned
	No
	
	MUL

	employee_id
	int(10) unsigned
	No
	
	MUL

	version
	smallint(5) unsigned
	No
	
	

	acked_at
	datetime
	No
	
	



Links: employee_id → employees.id (cascade); policy_id → policies.id (cascade).
19. [bookmark: _Toc178]progress
Saved place in a course (SCORM location, suspend data, status) per assignment.
	Column
	Type
	Empty allowed
	Default
	Key

	assignment_id
	int(10) unsigned
	No
	
	PRI

	lesson_location
	varchar(255)
	No
	
	

	suspend_data
	mediumtext
	Yes
	NULL
	

	lesson_status
	varchar(20)
	No
	not attempted
	

	updated_at
	datetime
	No
	
	



Links: assignment_id → assignments.id (cascade).
19. [bookmark: _Toc179]quiz_answers
The monthly quick check: each employee's score per month.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	employee_id
	int(10) unsigned
	No
	
	MUL

	month
	char(7)
	No
	
	

	score
	tinyint(3) unsigned
	No
	
	

	answered_at
	datetime
	No
	
	



19. [bookmark: _Toc180]roles
Roles: level, type (full or limited), site access, permission tick boxes, locked, active.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	name
	varchar(80)
	No
	
	UNI

	level
	enum('platform','partner','org','employee')
	No
	
	

	type
	enum('full','limited')
	Yes
	NULL
	

	site_access
	enum('all','assigned')
	Yes
	NULL
	

	perms_json
	text
	No
	
	

	locked
	tinyint(1)
	No
	0
	

	active
	tinyint(1)
	No
	1
	

	sort_order
	smallint(6)
	No
	0
	

	created_at
	datetime
	No
	
	



19. [bookmark: _Toc181]role_industries
Which industries a role is available in (none = all).
	Column
	Type
	Empty allowed
	Default
	Key

	role_id
	int(10) unsigned
	No
	
	PRI

	industry_id
	int(10) unsigned
	No
	
	PRI



Links: industry_id → industries.id (cascade); role_id → roles.id (cascade).
19. [bookmark: _Toc182]safety_reports
Safety reports (hazard, near miss, incident, aggressive behaviour) from employees, tablets or managers.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	type
	varchar(40)
	No
	
	

	employee_id
	int(10) unsigned
	Yes
	NULL
	

	reported_by_name
	varchar(120)
	Yes
	NULL
	

	anonymous
	tinyint(1)
	No
	0
	

	location
	varchar(160)
	No
	
	

	description
	text
	No
	
	

	photo_file
	varchar(190)
	Yes
	NULL
	

	status
	enum('New','Reviewed','Closed')
	No
	New
	

	follow_up
	varchar(120)
	No
	
	

	fix_by
	date
	Yes
	NULL
	

	action_taken
	text
	Yes
	NULL
	

	via
	varchar(80)
	Yes
	NULL
	

	created_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc183]sessions
Laravel sessions (signed-in people).
	Column
	Type
	Empty allowed
	Default
	Key

	id
	varchar(255)
	No
	
	PRI

	user_id
	bigint(20) unsigned
	Yes
	NULL
	MUL

	ip_address
	varchar(45)
	Yes
	NULL
	

	user_agent
	text
	Yes
	NULL
	

	payload
	longtext
	No
	
	

	last_activity
	int(11)
	No
	
	MUL



19. [bookmark: _Toc184]settings
Platform-wide settings (product name, company, support contacts, default statements, quick check).
	Column
	Type
	Empty allowed
	Default
	Key

	name
	varchar(64)
	No
	
	PRI

	value
	text
	No
	
	



19. [bookmark: _Toc185]sites
Sites (locations) of an organization, with their areas.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	name
	varchar(120)
	No
	
	

	areas_json
	text
	No
	
	

	created_at
	datetime
	No
	
	



Links: org_id → organizations.id (cascade).
19. [bookmark: _Toc186]site_courses
Courses enabled for single sites, with a site's own due days, repeat period and statement.
	Column
	Type
	Empty allowed
	Default
	Key

	org_id
	int(10) unsigned
	No
	
	PRI

	course_id
	int(10) unsigned
	No
	
	PRI

	site_id
	int(10) unsigned
	No
	
	PRI

	due_days
	smallint(5) unsigned
	Yes
	NULL
	

	renew_months
	tinyint(3) unsigned
	Yes
	NULL
	

	statement_text
	text
	Yes
	NULL
	

	switched_by
	int(10) unsigned
	Yes
	NULL
	

	created_at
	datetime
	No
	
	



Links: course_id → courses.id (cascade); site_id → sites.id (cascade).
19. [bookmark: _Toc187]tasks
To-do list tasks: own tasks and system tasks (renewals, missing job titles, library changes).
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	Yes
	NULL
	MUL

	kind
	enum('system','own')
	No
	
	

	source_key
	varchar(120)
	Yes
	NULL
	UNI

	title
	varchar(255)
	No
	
	

	notes
	text
	Yes
	NULL
	

	link
	varchar(255)
	No
	
	

	due_on
	date
	Yes
	NULL
	

	urgent
	tinyint(1)
	No
	0
	

	created_by
	int(10) unsigned
	Yes
	NULL
	

	created_at
	datetime
	No
	
	

	closed_at
	datetime
	Yes
	NULL
	



19. [bookmark: _Toc188]task_users
Who has a To-do task, with completion and reminder date per person.
	Column
	Type
	Empty allowed
	Default
	Key

	task_id
	int(10) unsigned
	No
	
	PRI

	user_id
	int(10) unsigned
	No
	
	PRI

	completed_at
	datetime
	Yes
	NULL
	

	remind_on
	date
	Yes
	NULL
	



Links: task_id → tasks.id (cascade); user_id → users.id (cascade).
19. [bookmark: _Toc189]users
Staff accounts: owner, partner users and organization administrators, with role, status, invitations.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	Yes
	NULL
	MUL

	partner_id
	int(10) unsigned
	Yes
	NULL
	MUL

	role
	enum('owner','partner','staff')
	No
	
	

	role_id
	int(10) unsigned
	Yes
	NULL
	MUL

	name
	varchar(120)
	No
	
	

	title
	varchar(120)
	No
	
	

	email
	varchar(190)
	No
	
	

	username
	varchar(190)
	No
	
	UNI

	phone
	varchar(40)
	No
	
	

	email_info
	tinyint(1)
	No
	1
	

	password_hash
	varchar(255)
	Yes
	NULL
	

	status
	enum('invited','active','disabled')
	No
	invited
	

	invite_token_hash
	char(64)
	Yes
	NULL
	MUL

	invite_expires
	datetime
	Yes
	NULL
	

	reset_token_hash
	char(64)
	Yes
	NULL
	

	reset_expires
	datetime
	Yes
	NULL
	

	last_login_at
	datetime
	Yes
	NULL
	

	archived_at
	datetime
	Yes
	NULL
	

	delete_warned
	tinyint(1)
	No
	0
	

	created_at
	datetime
	No
	
	

	summary_freq
	enum('daily','weekly','biweekly','monthly','off')
	Yes
	NULL
	

	summary_day
	tinyint(3) unsigned
	Yes
	NULL
	

	summary_sent_on
	date
	Yes
	NULL
	



Links: org_id → organizations.id (cascade); partner_id → partners.id (cascade); role_id → roles.id.
19. [bookmark: _Toc190]user_sites
The sites an administrator with assigned sites covers.
	Column
	Type
	Empty allowed
	Default
	Key

	user_id
	int(10) unsigned
	No
	
	PRI

	site_id
	int(10) unsigned
	No
	
	PRI



Links: site_id → sites.id (cascade); user_id → users.id (cascade).
19. [bookmark: _Toc191]verify_codes
Six-digit codes sent to employees (phone confirmation, Find my training, joining), hashed.
	Column
	Type
	Empty allowed
	Default
	Key

	id (auto number)
	int(10) unsigned
	No
	
	PRI

	org_id
	int(10) unsigned
	No
	
	MUL

	employee_id
	int(10) unsigned
	Yes
	NULL
	

	purpose
	varchar(20)
	No
	
	

	target
	varchar(190)
	No
	
	

	code_hash
	char(64)
	No
	
	

	tries
	tinyint(3) unsigned
	No
	0
	

	expires_at
	datetime
	No
	
	

	used_at
	datetime
	Yes
	NULL
	

	created_at
	datetime
	No
	
	



1. [bookmark: _Toc192]Reference: permissions and starting roles
20. [bookmark: _Toc193]Permission tick boxes
Rule "reserved": counts only on Full access roles and Partner – Full Access. Rule "all sites": counts only on roles with All sites access (and partner roles).
	Key
	Group
	Label
	What it allows
	Rule

	people.view
	People
	View people
	See the employee and administrator lists.
	

	people.edit
	People
	Add and edit people
	Add people one at a time and edit their details. Can only give roles with the same or less access.
	

	people.bulk
	People
	Bulk upload people
	Upload a file of employees.
	

	people.deactivate
	People
	Archive people who have left
	Archive and restore employees and administrators who have left. Their records are kept, read-only, until the retention period ends.
	

	jobtitles
	Job titles
	Manage job titles
	Create, rename and turn off job titles. Job titles are shared by all sites in the organization.
	reserved

	courses.preview
	Courses
	Preview courses
	Open any course in preview mode. Previews never count as completions.
	

	courses.library
	Courses
	Enable courses
	Enable courses made available to them, and set short codes, due dates and repeat periods, for their own sites.
	

	courses.own
	Courses
	Upload and edit own courses
	Upload zip or SCORM courses. Seen only at their own sites, or the whole organization for All sites roles.
	

	courses.remove
	Courses
	Disable and remove courses
	Disable a course for their own sites, or remove a course they made.
	

	assign
	Assigning
	Assign courses
	Assign courses to people or job titles at their sites, and change the due date for an assignment.
	reserved

	progress
	Progress and reports
	View progress
	See who has completed, who is in progress, who is overdue and whose training is expiring.
	

	reminders
	Progress and reports
	Send reminders
	Send reminder messages to employees.
	

	reports.view
	Progress and reports
	View reports
	See reports on screen.
	

	reports.download
	Progress and reports
	Download reports
	Download reports as Excel or CSV.
	

	certificates
	Records
	Manage certificates
	The other certificates feature.
	

	certs.review
	Records
	Review certificates
	Approve or reject certificates and workshop attendance from external courses and other certificates, for people at their own sites.
	

	howto
	How-to library
	Manage How-to library
	Create, edit, publish and enable How-to pages, for their own scope.
	

	policies
	Records
	Manage policies
	The policies feature.
	

	safety
	Records
	Manage safety forms
	The safety forms and huddles feature.
	

	checklist
	Records
	Compliance checklist
	The compliance checklist.
	

	sites
	Organization
	Manage sites
	Add, rename and remove the organization's sites.
	all sites

	settings
	Organization
	Edit organization settings
	Change the organization settings, shared devices and data options.
	all sites

	todo
	To-do list
	Use the To-do list
	See the To-do list, add tasks, mark tasks completed and set reminders.
	

	log
	Logs
	View activity log
	See the activity log for their own organization and sites, or their partner organizations.
	



20. [bookmark: _Toc194]Starting roles
The roles loaded at setup. The owner can edit, duplicate, turn off or delete them (except the locked ones) on the Roles & Permissions page, so a live system may differ.
	Role
	Level
	Type
	Site access
	Industries
	Permissions

	Owner (locked)
	platform
	
	
	All
	All

	Partner – Full Access
	partner
	
	
	All
	All

	Partner – Reports Only
	partner
	
	
	All
	progress, reports.view, reports.download

	Super Admin
	org
	full
	all
	All
	All

	Admin
	org
	full
	assigned
	All
	people.view, people.edit, people.bulk, people.deactivate, jobtitles, courses.preview, courses.library, courses.own, courses.remove, assign, progress, reminders, reports.view, reports.download, certificates, certs.review, howto, policies, safety, checklist, log

	Supervisor
	org
	limited
	assigned
	All
	people.view, progress, reminders, reports.view, reports.download, certificates, certs.review, policies, safety

	Employee (locked)
	employee
	
	
	All
	None

	Care Home Manager
	org
	full
	assigned
	Residential Care Home
	people.view, people.edit, people.bulk, people.deactivate, jobtitles, courses.preview, courses.library, courses.own, courses.remove, assign, progress, reminders, reports.view, reports.download, certificates, certs.review, howto, policies, safety, checklist, log

	Director of Care
	org
	limited
	assigned
	Residential Care Home
	people.view, people.edit, progress, reports.view, reports.download, certificates, policies

	Care Coordinator
	org
	limited
	assigned
	Residential Care Home
	people.view, progress, reminders, reports.view, reports.download, certificates, certs.review, policies, safety

	General Manager
	org
	full
	assigned
	Restaurant & Food Service, Hotels & Hospitality
	people.view, people.edit, people.bulk, people.deactivate, jobtitles, courses.preview, courses.library, courses.own, courses.remove, assign, progress, reminders, reports.view, reports.download, certificates, certs.review, howto, policies, safety, checklist, log

	Kitchen Manager
	org
	limited
	assigned
	Restaurant & Food Service
	people.view, people.edit, progress, reports.view, reports.download

	Shift Supervisor
	org
	limited
	assigned
	Restaurant & Food Service
	people.view, progress, reminders, reports.view, reports.download, certificates, certs.review, policies, safety

	Store Manager
	org
	full
	assigned
	Grocery & Retail
	people.view, people.edit, people.bulk, people.deactivate, jobtitles, courses.preview, courses.library, courses.own, courses.remove, assign, progress, reminders, reports.view, reports.download, certificates, certs.review, howto, policies, safety, checklist, log

	Department Manager
	org
	limited
	assigned
	Grocery & Retail
	people.view, people.edit, progress, reports.view, reports.download

	Shift Lead
	org
	limited
	assigned
	Grocery & Retail
	people.view, progress, reminders, reports.view, reports.download, certificates, certs.review, policies, safety

	Site Superintendent
	org
	full
	assigned
	Construction
	people.view, people.edit, people.bulk, people.deactivate, jobtitles, courses.preview, courses.library, courses.own, courses.remove, assign, progress, reminders, reports.view, reports.download, certificates, certs.review, howto, policies, safety, checklist, log

	Site Foreman
	org
	limited
	assigned
	Construction
	people.view, people.edit, progress, reports.view, reports.download, safety

	Safety Coordinator
	org
	limited
	all
	Construction
	people.view, progress, reminders, reports.view, reports.download, certificates, safety

	Warehouse Manager
	org
	full
	assigned
	Warehouse & Logistics
	people.view, people.edit, people.bulk, people.deactivate, jobtitles, courses.preview, courses.library, courses.own, courses.remove, assign, progress, reminders, reports.view, reports.download, certificates, certs.review, howto, policies, safety, checklist, log

	Team Lead
	org
	limited
	assigned
	Warehouse & Logistics
	people.view, progress, reminders, reports.view, reports.download, certificates, certs.review, policies, safety

	Department Head
	org
	limited
	assigned
	Hotels & Hospitality
	people.view, people.edit, progress, reports.view, reports.download

	Operations Manager
	org
	full
	all
	Cleaning & Facility Services
	All

	Site Supervisor
	org
	limited
	assigned
	Cleaning & Facility Services
	people.view, progress, reminders, reports.view, reports.download, certificates, certs.review, policies, safety



1. [bookmark: _Toc195]Reference: messages people see
Every message kept in lang/en/messages.php (the PHP build's messages.php, unchanged), shown with msg(). Words in [square brackets] are filled in. Some older pages still have their wording in the page code; those are not listed here. Test cases can quote these texts exactly.
	Key
	Message

	roles.delete_unused
	Delete the role “[role]”? No one has this role. This can’t be undone.

	roles.delete_used
	[people] people in [orgs] organizations have the role “[role]”. Choose a replacement role for them before deleting it.

	roles.replacement_industry
	“[role]” isn’t available for [organization], which is in [industry]. Choose a role for this industry or for All industries.

	roles.no_full
	You can’t do this yet. [site] at [organization] would have no one with Full access. Give someone at [site] a Full access role first.

	roles.locked
	Owner and Employee are built-in roles and can’t be edited or deleted.

	roles.name_taken
	A role called “[role]” already exists. Choose a different name.

	roles.save_used
	This change applies to [people] people in [orgs] organizations. Save changes?

	roles.industry_in_use
	[people] people at [industry] organizations have this role. Move them to another role before removing [industry].

	roles.turn_off
	Turn off “[role]”? People who have it now keep it, but it can’t be given to anyone new.

	roles.no_perms
	Tick at least one permission for this role.

	roles.saved
	Role saved.

	roles.deleted
	The role “[role]” was deleted.

	industry.name_taken
	An industry called “[industry]” already exists.

	industry.in_use
	[orgs] organizations and [roles] roles use “[industry]”. Move them to another industry first, or turn this industry off.

	site.name_taken
	This organization already has a site called “[site]”.

	site.has_people
	[people] people belong to [site]. Move them to another site before removing it.

	site.last
	Every organization needs at least one site, so this site can’t be removed.

	site.choose
	Choose at least one site for [person].

	perm.role_too_high
	You can’t give the role “[role]” because it has more access than your own role. Ask a Super Admin to do this.

	perm.denied
	You don’t have permission to do this. Ask your admin if you need access.

	access.unavailable
	This page isn’t available.

	auth.idle
	You were signed out because you were inactive for a while. Please sign in again.

	auth.locked
	Too many incorrect attempts. Please try again in [minutes] minutes, or reset your password.

	link.expired
	This link has expired. Ask your manager to send you a new one.

	emp.no_job_title
	Choose a job title for this employee.

	emp.no_site
	Choose a site for this employee.

	emp.phone_used
	This phone number is already used by [employee] in this organization.

	job.name_taken
	“[job]” already exists in this organization.

	job.in_use
	[people] employees have the job title “[job]”. Give them another job title first, or turn this job title off.

	emp.added_auto
	[employee] was added. [courses] courses for [job] were assigned.

	emp.added_manual
	[employee] was added. No courses were assigned, because automatic assignment is turned off in the organization settings.

	emp.job_changed_auto
	[employee] is now [job]. [courses] courses for [job] were assigned. [first] still has [unfinished] unfinished courses from [old]. Remove any that are no longer needed.

	emp.job_changed_manual
	Job title saved. No courses were assigned, because automatic assignment is turned off in the organization settings.

	settings.saved
	Settings saved. They apply to employees added or changed from now on. People already in the system are not changed.

	emp.deactivate
	Deactivate [employee]? They won’t be able to open courses. Their records and certificates are kept.

	bulk.type
	Please upload a CSV or Excel file.

	bulk.header
	The first row doesn’t match the template. Missing or misspelled column: [column]. Download the template and try again.

	bulk.empty
	This file has no employees in it.

	bulk.missing
	Row [row]: [what] is missing.

	bulk.email_needed
	Row [row]: an email address is needed for the role “[role]”.

	bulk.phone
	Row [row]: “[value]” isn’t a valid phone number.

	bulk.job
	Row [row]: job title “[value]” doesn’t exist. Check the spelling, or create it.

	bulk.site
	Row [row]: site “[value]” doesn’t exist in this organization.

	bulk.site_not_allowed
	Row [row]: you can only add people to your own sites.

	bulk.role
	Row [row]: role “[value]” isn’t available for this organization, or you can’t give it.

	bulk.duplicate
	Row [row]: this person is already in the file or already in the system.

	bulk.some_errors
	[ready] rows are ready. [errors] rows have errors. Fix the file and upload again, or import the ready rows now and skip the rest.

	bulk.done
	[added] employees added and [updated] updated. [courses] courses were assigned automatically.

	course.not_course
	This zip file doesn’t contain a course we can open. The top folder needs an index.html file, or an imsmanifest.xml file for SCORM.

	course.too_large
	This file is larger than the [limit] MB limit. Make it smaller and try again.

	course.scorm_version
	This SCORM version isn’t supported yet. Please export the course as SCORM 1.2.

	course.new_zip
	[done] people have completed this course and [part] are part-way through. Completed records and certificates won’t change. People part-way through will continue in the new version and may need to restart. If everyone should take the course again, cancel and create a new course instead.

	course.due_custom
	Enter a number of days between 1 and 365.

	course.renew_custom
	Enter a number of months between 1 and 60.

	course.code_taken
	The short code “[code]” is already used for another course in this organization.

	course.remove
	Remove “[course]” from [organization]? Completion records will be kept and will still appear in reports. Download the completion report first?

	course.library_change
	This course is used by [orgs] organizations and [people] people. Their Super Admins and partners will be notified. Continue?

	course.type_name
	Type the course name exactly to confirm: [course]

	ext.https
	The course link must start with https://.

	ext.rejected
	Your certificate for [course] wasn’t accepted: [reason]. Please upload a new certificate.

	ext.waiting
	Thanks. Your manager will check your certificate.

	ext.waiting_attend
	Thanks. Your manager will confirm that you attended.

	ext.broken
	The link for [course] may be broken. Please check it.

	ext.reason
	Enter a reason, so the employee knows what to fix.

	howto.qr
	Open Frontio from your personal link first, then scan this code again.

	ack.tick
	Please tick the box and confirm to complete this course.

	ack.waiting
	Waiting for your confirmation

	ack.updated
	Updated: please review and confirm

	ack.not_confirmed
	New version not yet confirmed

	plan.not
	This course isn’t in your plan. Contact us to add it.

	plan.removed
	[course] is no longer in [organization]’s plan, so employees can no longer open it. Completed records are kept.

	view.only
	You’re viewing this course. It isn’t assigned to you, so nothing is recorded and there is no certificate.

	lic.full
	All licences are in use. Archive someone who has left, or contact us to add licences.

	lic.near
	You’ve used [used] of [total] [type] licences. Archive people who have left, or contact us to add licences.

	lic.bulk
	This file adds [number] [type]s, but only [free] [type] licences are free. Archive people who have left, or contact us to add licences.

	archive.confirm
	Archive [name]? They won’t be able to sign in, and their records will be kept until [date]. Download their records first?

	archive.self
	You can’t archive yourself.

	restore.nolic
	You can’t restore [name] because all [type] licences are in use.

	switch.off_assigned
	[number] employees are assigned this course. Disabling it removes it from their list. Their completed records are kept. Continue?

	switch.admin_org
	This item was enabled for your whole organization, so it can’t be disabled for one site. Ask your Super Admin.

	switch.higher
	This item was enabled by your partner for your whole organization, so only they can disable it.

	switch.on
	[course] is enabled for [where]. You can assign it now.

	switch.off
	[course] is disabled for [where]. Completed records are kept and still appear in reports.

	promote.confirm
	Make “[course]” available to the whole organization? All [sites] sites will see it and can enable it. It stays enabled only for [original] until they do.

	promote.done
	[course] is now available to every site. It stays enabled for [original].

	partner.removed
	[number] courses from a former partner are no longer available. Completed records are kept.

	task.no_title
	Enter a title for this task.

	task.completed
	Task completed.

	task.reminded
	Hidden until [date]. It will come back on your To-do list then.

	task.custom_days
	Enter a number of days between 1 and 365.

	task.back
	Reminder: [task].

	task.done_by
	Completed by [name] on [date].

	jobs.not_run
	Scheduled jobs haven’t run since [when]. Reminders and emails are not being sent. Check the cron job settings.

	renew.two
	[employee]’s [course] training expires on [date], in 2 months. Please plan their renewal training.

	renew.one
	[employee]’s [course] training expires on [date], in 1 month. Renewal training is still needed.

	library.removed
	[course] has been removed from the course library. Download its completion report and choose a replacement if needed.

	library.updated
	A new version of [course] was published. People who completed it keep their records. People part-way through continue in the new version.

	viewas.banner
	You’re viewing as [employee] at [organization]. Nothing you do here is recorded.

	viewas.blocked
	You’re viewing as this employee, so nothing was saved.

	ck.site_needed
	Choose one of your sites. Only people who cover every site add items for the whole organization.

	ck.org_wide
	This item is for your whole organization, so only people who cover every site can change whether it applies. Ask your Super Admin.

	ck.employee_note
	Only checked, who checked it and the date are kept. Don’t upload or store the documents here.

	bundle.fields
	Add a name and choose a job title.

	bundle.site_needed
	Choose at least one of your sites.

	bundle.allsites
	This bundle is enabled for the whole organization, so only people who cover every site can enable or disable it. Ask your Super Admin.

	howto.video_only
	Only YouTube and Vimeo links can be added.

	howto.img_type
	Choose a JPG, PNG or WebP picture.

	howto.img_large
	This picture is larger than 5 MB. Choose a smaller one.

	howto.img_failed
	The picture couldn’t be uploaded. Please try again.

	howto.video_guide
	Keep videos under 3 minutes. Do not show residents or personal information. Get permission from any staff member who appears in the video. Add captions, since employees often watch on mute. Unlisted videos can be watched by anyone who has the link.

	howto.privacy
	Do not include resident photos, names, or other personal information.

	summary.saved
	Manager summary saved: [choice].

	expiry.soon
	Hi [name], your [cert] expires on [date]. Please renew it and add the new certificate: [link]

	expiry.gone
	Hi [name], your [cert] expired on [date]. Please renew it and add the new certificate: [link]

	error.unexpected
	Something went wrong and your changes weren’t saved. Please try again. If it keeps happening, contact support and quote reference [ref].

	error.offline
	We couldn’t reach the server. Check your internet connection and try again. Nothing on this screen was lost.
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